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Without the prior written consent of ZKTeco, no portion of this manual can be copied or forwarded in any
way or form. All parts of this manual belong to ZKTeco and its subsidiaries (hereinafter the "Company" or
"ZKTeco").

ZK is a registered trademark of ZKTeco. Other trademarks involved in this manual are owned by
their respective owners.

This manual contains information on the operation and maintenance of the ZKTeco equipment. The
copyright in all the documents, drawings, etc. in relation to the ZKTeco supplied equipment vests in and is
the property of ZKTeco. The contents hereof should not be used or shared by the receiver with any third
party without express written permission of ZKTeco.

The contents of this manual must be read as a whole before starting the operation and maintenance of the
supplied equipment. If any of the content(s) of the manual seems unclear or incomplete, please contact
ZKTeco before starting the operation and maintenance of the said equipment.

It is an essential pre-requisite for the satisfactory operation and maintenance that the operating and
maintenance personnel are fully familiar with the design and that the said personnel have received
thorough training in operating and maintaining the machine/unit/equipment. It is further essential for the
safe operation of the machine/unit/equipment that personnel has read, understood and followed the
safety instructions contained in the manual.

In case of any conflict between terms and conditions of this manual and the contract specifications,
drawings, instruction sheets or any other contract-related documents, the contract conditions/documents
shall prevail. The contract specific conditions/documents shall apply in priority.

ZKTeco offers no warranty, guarantee or representation regarding the completeness of any information
contained in this manual or any of the amendments made thereto. ZKTeco does not extend the warranty
of any kind, including, without limitation, any warranty of design, merchantability or fitness for a particular
purpose.

ZKTeco does not assume responsibility for any errors or omissions in the information or documents which
are referenced by or linked to this manual. The entire risk as to the results and performance obtained from
using the information is assumed by the user.

ZKTeco in no event shall be liable to the user or any third party for any incidental, consequential, indirect,
special, or exemplary damages, including, without limitation, loss of business, loss of profits, business
interruption, loss of business information or any pecuniary loss, arising out of, in connection with, or

Page |1 Copyright © 2025 ZKTECO CO., LTD. All rights reserved.



F18 Pro User Manual

relating to the use of the information contained in or referenced by this manual, even if ZKTeco has been
advised of the possibility of such damages.

This manual and the information contained therein may include technical, other inaccuracies or
typographical errors. ZKTeco periodically changes the information herein which will be incorporated into
new additions/amendments to the manual. ZKTeco reserves the right to add, delete, amend or modify the
information contained in the manual from time to time in the form of circulars, letters, notes, etc. for better
operation and safety of the machine/unit/equipment. The said additions or amendments are meant for
improvement /better operations of the machine/unit/equipment and such amendments shall not give any
right to claim any compensation or damages under any circumstances.

ZKTeco shall in no way be responsible (i) in case the machine/unit/equipment malfunctions due to any
non-compliance of the instructions contained in this manual (ii) in case of operation of the machine/unit/
equipment beyond the rate limits (jii) in case of operation of the machine and equipment in conditions
different from the prescribed conditions of the manual.

The product will be updated from time to time without prior notice. The latest operation procedures and
relevant documents are available on http://www.zkteco.com

If there is any issue related to the product, please contact us.

ZKTeco Industrial Park, No. 32, Industrial Road,
Tangxia Town, Dongguan, China.

+86 769 - 82109991

+86 755 - 89602394

For business related queries, please write to us at: sales@zkteco.com.

To know more about our global branches, visit www.zkteco.com.
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ZKTeco is one of the world’s largest manufacturer of RFID and Biometric (Fingerprint, Facial, Finger-vein)
readers. Product offerings include Access Control readers and panels, Near & Far-range Facial Recognition
Cameras, Elevator/floor access controllers, Turnstiles, License Plate Recognition (LPR) gate controllers and
Consumer products including battery-operated fingerprint and face-reader Door Locks. Our security
solutions are multi-lingual and localized in over 18 different languages. At the ZKTeco state-of-the-art
700,000 square foot 1ISO9001-certified manufacturing facility, we control manufacturing, product design,
component assembly, and logistics/shipping, all under one roof.

The founders of ZKTeco have been determined for independent research and development of biometric
verification procedures and the productization of biometric verification SDK, which was initially widely
applied in PC security and identity authentication fields. With the continuous enhancement of the
development and plenty of market applications, the team has gradually constructed an identity
authentication ecosystem and smart security ecosystem, which are based on biometric verification
techniques. With years of experience in the industrialization of biometric verifications, ZKTeco was
officially established in 2007 and now has been one of the globally leading enterprises in the biometric
verification industry owning various patents and being selected as the National High-tech Enterprise for 6
consecutive years. Its products are protected by intellectual property rights.

This manual introduces the operations of F18 Pro.

All figures displayed are for illustration purposes only. Figures in this manual may not be exactly consistent
with the actual products.

Features and parameters with * are not available in all devices.
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Document Conventions

Conventions used in this manual are listed below:

GUI Conventions

For Software

Convention Description

Bold font Used to identify software interface names e.g. OK, Confirm, Cancel.

Multi-level menus are separated by these brackets. For example, File > Create >
Folder.

Convention Description
<> Button or key names for devices. For example, press <OK>.

Window names, menu items, data table, and field names are inside square
brackets. For example, pop up the [New User] window.

[

Multi-level menus are separated by forwarding slashes. For example,

/ [File/Create/Folder].
Symbols
Convention Description ‘
b This represents a note that needs to pay more attention to.
- The general information which helps in performing the operations faster.
‘\% The information which is significant.

Care taken to avoid danger or mistakes.

The statement or event that warns of something or that serves as a cautionary
example.

B> ©
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Safety Measures

The below instructions intend to ensure that the user can use the product correctly to avoid danger or

property loss. The following precautions are to keep users safe and prevent any damage. Please read
carefully before installation.

A Noncompliance with instructions could lead to product damage or physical injury (may even cause
death).

Read, follow, and retain instructions - All safety and operational instructions must be properly
read and followed before bringing the device into service.

Do not ignore warnings - Adhere to all warnings on the unit and in the operating instructions.

Accessories - Use only manufacturer-recommended or product-sold accessories. Please do not use
any other components other than manufacturer suggested materials.

Precautions for the installation - Do not place this device on an unstable stand or frame. It may
fall and cause serious injury to persons and damage to the device.

Service - Do not try to service this unit yourself. Opening or removing covers may expose you to
hazardous voltages or other hazards.

Damage requiring service - Disconnect the system from the Mains AC or DC power source and
refer service personnel under the following conditions:

When cord or connection control is affected.

When the liquid spilled, or an item dropped into the system.

If the system is exposed to water or inclement weather conditions (rain, snow, and more).
If the system is not operating normally, under operating instructions.

Just change controls defined in operating instructions. Improper adjustment of the controls may
result in damage and involve a qualified technician to return the device to normal operation.

And do not connect multiple devices to one power adapter as adapter overload can cause over-
heat or fire hazard.

Replacement parts - When replacement parts are required, service technicians must only use
replacement parts provided by the supplier. Unauthorized substitutes can result in a burn, shock,
or other hazards.

Safety check - On completion of service or repair work on the unit, ask the service technician to
perform safety checks to ensure proper operation of the device.

Power sources - Operate the system only from the label's power source form. If the sort of power
supply to use is unclear, call your dealer.

Lightning - Can install external lightning conductors to protect against electrical storms. It stops
power-ups from destroying the system.

Recommended installing the devices in areas with limited access.
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Electrical Safety

Before connecting an external cable to the device, complete grounding properly, and set up surge
protection; otherwise, static electricity will damage the mainboard.

Make sure that the power has been disconnected before you wire, install, or dismantle the device.

Ensure that the signal connected to the device is a weak-current (switch) signal; otherwise,
components of the device will get damaged.

Ensure that the standard voltage applicable in your country or region is applied. If you are not sure
about the endorsed standard voltage, please consult your local electric power company. Power
mismatch may cause a short circuit or device damage.

In the case of power supply damage, return the device to the professional technical personnel or
your dealer for handling.

To avoid interference, keep the device far from high electromagnetic radiation devices, such as
generators (including electric generators), radios, televisions, (especially CRT) monitors, or speakers.

Operation Safety

If smoke, odour, or noise rise from the device, turn off the power at once and unplug the power
cable, and then please contact the service centre.

Transportation and other unpredictable causes may damage the device hardware. Check whether
the device has any intense damage before installation.

If the device has major defects that you cannot solve, contact your dealer as soon as possible.

Dust, moisture, and abrupt temperature changes can affect the device's service life. You are
advised not to keep the device under such conditions.

Do not keep the device in a place that vibrates. Handle the device with care. Do not place heavy
objects on top of the device.

Do not apply rosin, alcohol, benzene, pesticides, and other volatile substances that may damage
the device enclosure. Clean the device accessories with a piece of soft cloth or a small amount of
cleaning agent.

If you have any technical questions regarding usage, contact certified or experienced technical
personnel.

Note:

Make sure whether the positive polarity and negative polarity of the DC 12V power supply is
connected correctly. A reverse connection may damage the device. It is not advisable to connect
the AC 24V power supply to the DC 12V input port.

Make sure to connect the wires following the positive polarity and negative polarity shown on the
device's nameplate.

The warranty service does not cover accidental damage, damage caused by mis-operation, and
damage due to independent installation or repair of the product by the user.
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Instruction for Use

Before getting into the device features and functions, it is recommended to be familiar with the below
fundamentals.

Finger Positioning

Recommended fingers: The index, middle, or ring finger and avoid using the thumb or pinky fingers,
as they are difficult to accurately press onto the fingerprint reader.

n n r

Too low Too close to the edge

— @ \/ertical

Note: Please use the correct method when pressing your fingers onto the fingerprint reader for registration
and identification. Our company will assume no liability for recognition issues that may result from
incorrect usage of the product. We reserve the right of final interpretation and modification concerning
this point.

Standby Interface

After connecting the power supply, the following standby interface is displayed:

2025-09-27 08:17 ADS

08:17
L
el B

Enter any number to access the User ID input interface.
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2025-09-30 16:36 A= 2025-09-30 16:37 ATI=F
User ID User ID
il 1
Pagsword
Fingerprint
Card

When there is no Super Administrator set in the device, tap [M/OK] to go to the menu.

2025-09-27 08:17 ATIE hlain Menu

08.1 User hgt.  User Role  COMM. System
Ao a7 Sanliay

To ensure system security, please create an admin A i
accaount. | [

- Personalize DataMgt. Access UsB
Control  Manager

After adding a Super Administrator on the device, it requires the Super Administrator’s verification
before opening the menu functions.

2025-09-30 16:39 ADTER

Flease verify.

7

O

Note: For the security of the device, it is recommended to register a super administrator the first

time you use the device.

On the standby interface, the punch state options can also be shown and used directly. The black
bold shortcut key mappings will be displayed on the screen if you tap the relevant shortcut key on
the hidden touch keypad, as shown in the picture below. For the specific operation method, please
see "Shortcut Key Mappings."
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2025-09-30 16:44 A _: ﬁ 2025-09-30 16:44 i‘, ; ﬁ

16:44 16:44
- < i
el .. el ..

Note: The punch state options are enabled by default when the device type is set as an attendance
terminal.

Verification Mode

Fingerprint Verification

1: N Fingerprint Verification Mode
The device compares the current fingerprint with the available fingerprint data stored in its database.

Fingerprint authentication mode is activated when a user places their finger onto the fingerprint
scanner.

Please follow the recommended way to place your finger onto the sensor. For details, refer to section
Finger Positioning.

Verification is successful: Verification is failed:

2025-09-30 16:46 AT=E 2025-09-30 16:46 ADTER

User 1D : 1 Failed to verify.

i lllegal Fingerprint
i Werify © Fingerprint

1:1 Fingerprint Verification Mode

The device compares the current fingerprint with the fingerprints linked to the entered User ID through
the virtual keyboard.

In case users are unable to gain access using the 1:N authentication method, they can attempt to verify
their identity using the 1:1 verification mode.

Enter the user ID and tap [M/OK] to enter the 1:1 fingerprint verification mode.
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2025-09-30 16:47 A-.:I ?
Uzer ID

1]

If an employee registers a password and card in addition to the fingerprint, the following screen will
appear. Select the fingerprint to enter fingerprint verification mode.

2025-09-30 16:48 AT
User ID
1
Password
Fingerprint
Card
Press the fingerprint to verify.
Verification is successful: Verification is failed:
2025-03-30 16:48 AD=8& 2025-03-30 16:48 ATTR
User D : 1 Failed to verify.

r . A s llegal Fingerprint
b ¢ User 1D - 1
Verify - Fingerprint
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Card Verification

1: N Card Verification Mode

The 1: N Card Verification Mode compares the card number in the card induction area with all the card
number data registered in the device. The following screen displays on the card verification screen.

Verification is successful: Verification is failed:

2025-09-30 17:08 AL 2025-09-30 17:09 ALITE

User 1D : 1 Failed to verify.

.3 Card Number : 7234531
VY J Verify : Card

1:1 Card Verification Mode

The 1:1 Card Verification mode compares the card number in the card induction area with the number
associated with the employee's User ID registered in the device.

Enter the user ID and tap [M/OK] to enter the 1:1 card verification mode.

2025-09-30 17:10 A= 2025-09-30 17:11 A=
User ID User ID
1| 1
Password
Fingerprint
Card

If an employee registers a fingerprint and password in addition to the card, the following screen will
appear. Select the card to enter card verification mode.

2025-09-30 17:11 AT 2025-09-30 17:11 AT
User ID : 1 User 1D : 1
" : Werify - Card F
- .". \
h\ Flease swipe card ... \V)
£
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Password Verification

The device compares the entered password with the registered password and User ID.

Enter the user ID and tap [M/OK] to enter the 1:1 password verification mode. Then, input the user ID
and tap [M/OK].

2025-09-30 1712 ADQ=8 20250830 1742 AT=8
User ID User ID
1 1
Pagswaord
Fingerprint
Card

If an employee registers a fingerprint and card in addition to the password, the following screen will
appear. Select the password to enter card verification mode.

2025-09-3017:13 A _;l ﬁ 2025-09-30 1713 A ._:I ﬁ
User 1D : 1
Yearify : Password User D - 1
f 5
Hteak

Below are the display screens after entering a correct password and a wrong password, respectively.

Verification is successful: Verification is failed:

2025-09-30 1713 A __:l ﬁ 2025-09-30 1714 A ._:I ﬁ

User 1D : 1 Failed to verify.

i Errorl Invalid passward
L N Usar D : 1
Wearify © Passwiord
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Combined Verification

This device allows you to use different types of verification methods to increase security. There are a
total of 7 different verification combinations that can be implemented, as listed below:

Combined Verification Symbol Definition

This method compares the entered verification of a person
/ or with the related verification template previously stored to that
Personnel ID in the Device.

This method compares the entered verification of a person
+ and with all the verification templates previously stored to that
Personnel ID in the Device.

Verify Mode by R5485 Verify Mode by B5485
() CardiFingerprint O  Card Only
(O Fingerprint Only (O Fingerprint+Password
O Card Only (O Card+Password
(O Fingerprint+Password () Card+Fingerprint
(O Card+Password Card+Fingerprint+Password

Combined Verification Mode set up procedure:

Combined verification requires personnel to register all the different verification methods.
Otherwise, employees will not be able to successfully verify the combined verification process.

For example, if an employee has only registered for password data but the Device verification
mode is set to "Password + Card", the employee will not be able to successfully complete the
verification procedure.

Reason:

This is because the Device compares the password template of the person with the registered
verification template (both the Card and the Password) previously stored to that Personnel ID in
the Device.

But, since the employee has only registered their password and not their card, the verification
process will not be successful, and the device will display the "Verification Failed."
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5 Qverview

5.1 Appearance

———————————————— Microphone
) e Near-infrared

;OO y ___ Camera
° : ~—~_ ___ i --- Camera TF Card
FEEERE T -44--- Photosensitive Sensor
«t-fF-- 24InchTFTLCD [ 0 | lgll | USB Slot
0000 -~ -- ResetButton
OOOO~—---——Ke ad & RF Card Read Area
0000 vk
Q000
=)~ |--- DoorBell &LED Indicator 0 ¢
R Elngerprlnt Device | /] m I/ Camera
ensor Speaker Speaker
N v
45mm

WU [T - ommmmmmmmmmmmmmmene
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- Terminal Block

~ TamperAlarm

Button

Star-shaped screw hole for fixing
devicetothe back plate
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5.2 Terminal Description

T
12V S B = .+
WDO GND HEuER25822
wD1|| ° (e
GND = _|D \:‘ o o o o o o o o
RXD| o ——
TXD| o
GND| °
485A |
4858 || . L ; ;
ALK ZDEEERE Z7117
“62zzgs 333%
- OCoror e

e e
WDO

WD1 Wiegand Out
WDO
WD1 o GND
GND | °
o RXD
RXD | o
TXD | o TXD RS232
GND | ©
485A E GND
485B || .
AUX A85A RS485
485B
AUX Auxiliary Input
12v || o 12V
12V Power in
GND [ ° | GND
BELL-
Bell
BELL+
BELL- = SEN
BELL+ { © Door Sensor
SEN o GND
GND o .
BUT ] BUT Exit Button
NO = NO
COM o
NC| = COM Lock
AL- o
AL+ |Lo NC
AL-
Alarm
AL+
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RJ45-1 | o
RJ45-2 [ =
RJ45-3  ©
RJ45-6 || °

amls

IWD1| ©
IWDO | °
RLED | ©

Beep | - |

5.3 Specifications

RJ45-1
RJ45-2
RJ45-3
RJ45-6

12V

GND

IWD1

IWDO

RLED

GLED

BEEP

Ethernet

Power Out

Wiegand In

Output

Display
Camera

Operation System

Hardware

Authentication method

Fingerprint Template
Capacity

Card Capacity

User Capacity

Transaction Capacity

Max. User Password Length

Fingerprint Verification Speed
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2.4"@TFT Color LCD Screen(720%*1280)

4MP CMOS

Linux

CPU: 1GHz Dual Core
RAM: 128MB; ROM: 256MB

Speaker ¥2 8Q 1W

Microphone: *1 (Sensitivity: 42dB +3dB)
Fingerprint Sensor: ZK Optical Sensor
TF Card: Max 256GB

Fingerprint / Card / Password(Physical Keypad )

3,000 (1:N)

5,000 (1:N)
5,000 (1:N)
100,000

6 to 8 Digits

less than 0.3 sec
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False Acceptance Rate(FAR)%
False Rejection Rate (FRR)%
Biometric Algorithm

Card Type

Communication

Standard Functions

Infrared Supplement Light

FOV

Video Intercom

Cloud Service
Video Storage
Video Compression
Visible Range
Video Resolution

Video Viewing Angle

Infrared Supplement Light

Page |20

FAR < 0.0001%

FRR<0.01%

ZKFingerprint V10.0/V13.0(Default)

ID &IC Card @125kHz & 13.56MHz(Standard)

TCP/IP*1

Wi-Fi (IEEE 802.11 b/g/n) @ 2.4 GHz

Wiegand (Input & Output)*1

RS485: ZKTeco R5485 *1

RS232: only for Printer*1(Optional)

USB Host*1

Aux Inputs *1, Electric Lock*1, Door Sensor*1, Exit Button*1,
Alarm*1, Doorbell*1

ADMS, DST, Up to 14-digit User ID, Access Levels, Groups, Holidays,
Anti-Passback, Record Query, Tamper Switch Alarm, Multiple
Verification Methods, Video Intercom(Yoosee), AC Push and TA
Pusch Protocol Switch, HTTPS / SSH Backend Access,

T9 Keyboard (Input)

Auto infrared light ON: < 2 lux (B/W image)
Auto infrared light OFF: > 6 lux
Visible light mode: > 6 Ix (Color image)

Diagonal: 154.8°, Horizontal: 134.7°, Vertical: 77.6°

Support Yoosee Mobile App
Communication: Yoosee private protocol
Functions: live view, bi-directional talk, remote unlock

Gwell cloud for video storage and analytics notifications

Gwell Cloud Service; Local storage with the SD Card (up to 256GB)
H.265,15fps

Up to 5m (Day & Night; Infrared)

2560%1440

154.8(Diagonal), 77.6" (vertical), 134.7° (horizontal)

Auto infrared light ON: < 2 lux (low light environment; B/W image)
Auto infrared light OFF: > 6 lux
Visible light mode: = 6 lux (Day light; Color image)

Copyright © 2025 ZKTECO CO., LTD. All rights reserved.



F18 Pro

User Manual

IVA Camera

IVA Video

Intelligent IVA Alarm

Alarm Delay
Minimum Detection Area
False Alarm Suppression

Sensitivity Adjustable

Networking &Interfaces

Power Supply
Operating Temperature
Operating Humidity
Dimensions

Gross Weight

Net Weight

Supported Software

Installation

Housing Material
Ingress Protection Rating
Certifications

Factory ID
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Human Detection/ Motion Detection / Vehicle Detection / Flame
Detection

Intelligent retrieval, online surveillance Maximum 10 mins, playback
and backup.
(Video Storage: Gwell cloud; local TF card up to 256 GB)

Human Detection / Motion Detection/ Vehicle Detection / Flame
Detection

less than 3 sec
50x50 pixels
N/A

N/A

Wireless: Dual-band WiFi 6 (IEEE 802.11 a/b/g/n/ac/ax), 2.4/5GHz;
Ethernet*1
Bluetooth 5.0

DC12V3A

-10Cto 45C(14Fto 113 F)

10% to 90% RH (Non-condensing)
214 mm*80 mm*45 mm (L*W*H)
0.75 Kg

0.38 Kg

Software: ZKBio CVAccess / ZKBio Time
Mobile App: Yoosee
Cloud Storage: Gwell

Wall-mount (Compatible with Asian Gang-box / Single Gang-Box /
European Gang-Box)

ABS (black)

N/A

1SO14001, 1SO9001, CE, FCC, RoHS
ACO1-F28H-12
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Installation and Wiring

6.1 Installation of Wall-mount

Before the installation, please connect the cables to the connectors.

1. Attach the mounting template to the wall and drill holes accordingly.
2. Fixthe back plate on the wall using the provided mounting screws.
3.  Mount the device on the back plate.

4. Secure the device and back plate.

Baseline
;;(E;M@D@@
\ 4 - W%
Ay
yd g
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6.2 Wiring Diagram

Access Control:
[I)ZKBio CVAccess
TCP/P |
s e
Switch Printer
TCP/P | [wiri e

RS485
IDoorSensor
|

(o]
= | ,
Alarm v E)(()IT Smoke Detector
iﬂ | / Exit Button
USB Key F18 Pro
IVA & Video Intercom:
Gwell Cloud
TCP/IP or Wi-Fi 4G or Wi-Fi

IVA
Video intercom

0808
o000 ﬁ
0000

= Flame Person Vehicle

bl Yoosee
F18 Pro
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Lock Connection

The system supports Normally Opened Lock and Normally Closed Lock.

The NO LOCK (normally opened at power on) is connected with 'NO' and 'COM' terminals, and the NC
LOCK (normally closed at power on) is connected with 'NC' and 'COM' terminals.

Take NC Lock as an example below:

1) Device not sharing power with the lock: . 2) Device sharing power with the lock:
+r—1 12V E + —=e— +12V
-———— GND i -~ ———¢— GND

? DC12V
LT BELL- | BELL-
BELL+ § BELL+
+ :

g SEN ; SEN
GND : GND

Bower BUT : BUT

+ NO : + NO

[ﬁ %me cOM : [ﬁ %me LM, —

- —e NC § —e NC
Normal Close Lock AL- Normal Close Lock AL-
AL+ § AL+

Door Bell & Door Sensor & Exit Button & Alarm Connection

- )
D Bell Power . £
] O s
o - . @ _ BELL+| DoorSensor
o
Door Bell SEN =L
GND
BUT
Exit Button NO
COM
NC
Alarm Power ﬁj_
AL-
sy o
Alarm
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RS485 Reader Connection

GND

+12V DC

GND

+12V

%

WDO

WD1

GND

RXD

TXD

485A

GND

4858

485A

RS485 Reader

4858

AUX

Note: Press M/OK on the initial interface. Select COMM. > Serial Comm > Serial Port, then set the serial

port to Primary Unit.

Controller Connection

W

Controller

GND

WDO

WD1

GND

RXD

TXD

485+

GND

485-

485A

4858B

AUX

Note: Press M/OK on the initial interface. Select COMM. > Serial Comm > Serial Port, then set the serial
port to OSDP Secondary Unit. The device will be used as a sub device.
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6.2.5 DM10 Connection

WDO
WD1
[ GND
RXD
TXD
I GND
485A

@ l | @ AUX

N

- o]
ro

w
ﬁ4=-:I

<=
2

+12VDC

Notes:

1. Press M/OK on the initial interface. Select COMM. > Serial Comm > Serial Port, then set the serial port
to DM10.

2. When connecting to DM10, slide the DIP switch position 1 to the ON position.

3. DM10 requires a separate power supply.

6.2.6 RS232 Connection

S

O

WDo
WD1
GND
RXD
TXD
GND
485+
485-

GND

Printer
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6.2.7 Wiegand Reader Connection
P e
I
O |
| -y +12vDC (P70
j END GND
IWD1 D!
IWDO LI
LD RLED ||
T GLED
e BEEPER
Wiegand Card Reader

6.2.8 Power Connection

12V | —— 12V DC
GND | c—— GND

Recommended power supply:
1. 12V +10%, at least 1A.

2. To share the power with other devices, use a power supply with higher current ratings.
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Ethernet Connection

P («

U U Router Hj )

CID@

) (FJZKBio CVAccess
- |
C |5 s
o}

IP address: 192.168.1.210 IP address: 192.168.1.130
Subnet mask: 255.255.255.0 Subnet mask: 255.255.255.0
O] O]
The device defaults to enabling DHCP functionality and does not support disabling DHCP. It can only obtain an IP

address and connect to the network by connecting to a router.

gme O

Note: The IP address should be able to communicate with the ZKBio CVAccess server, preferably in the same
network segment with the server address.
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Main Menu

Tap [M/OK] on the initial interface to enter the main menu, as shown below:

User Mgt User Role

Personalize Data Mgt  Access

hdain kenu fdain kenu
" e
COkAM. System Personalize Data higt. Access UsB
Control  Wanager
UsB Afttendance  Print Autotest System Info
Contral  Manager Search

Function Description

User Mgt.

User Role

COMM.

System

Personalize

Data Mgt.

Access Control

USB Manager
Attendance Search

Print

Autotest

System Info
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To Add, Edit, View, and Delete information of a User.

To set the permission scope of the custom role, for example the system's
operating rights.

To set the relevant parameters of Network, Serial Comm., PC Connection, Wi-
Fi, Cloud Server, Wiegand and Network Diagnosis.

To set parameters related to the system, including Date Time, Attendance/
Access Logs Settings, Fingerprint, Video Intercom Parameters, Device Type
Settings, Security Settings, USB Upgrade, Update Firmware Online and
resetting to factory settings.

To customize settings of User Interface, Voice, Bell Schedules, Punch State
Options and Shortcut Key Mappings settings.

To delete all relevant data in the device.

To set the parameters of the lock and the relevant access control device
including options like Time Rule Settings/Time schedule, Holiday Settings,
Access groups, Combine verification, Anti-Passback Setup, and Duress Option
Settings.

To upload or download the specific data by a USB drive.
To query the specified event logs.
To set printing information and functions. Only used in TA push.

To automatically test whether each module functions properly, including the
LCD Screen, Voice, Keyboard, fingerprint sensor and Real-Time Clock.

To view Privacy Policy, Data Capacity and Device and Firmware information of
the current device.
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User Management

8.1 New User Registration

When the device is on the initial interface, press [M/OK] button > User Mgt. > New User.

flain kdenu

User kgt
F o Mew User
| &,
S— e All Users
User Mgt. User Role  COMM. System
’ j, Display Style
Personalize Data kgt Access UsB
Control  hanager
Register a User ID and Name
Enter the User ID and Name.
Iew User
User ID z
Mame
User Rale Mormal User
Fingerprint 0
Card Mumber a

Notes:

1.
2.

A name can be taken up to 36 characters long.

characters.

The user ID may contain 1 to 14 digits by default, supporting both numbers and alphabetic

3. During the initial registration, you can modify your ID, but not after registration.

4. If the message "Duplicated!" appears, you must choose a different User ID because the one you

entered already exists.
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User Role

On the New User interface, tap on User Role to set the user’s role as either Normal User or Super
Admin.

Super Admin: The Super Administrator owns all management privileges in the Device.

Normal User: If the Super Admin is registered already in the device, then the Normal Users will
not have the privilege to manage the system and can only access authentic verifications.

User Defined Roles: The Normal User can also be assigned custom roles with User Defined Role.
The user can be permitted to access several menu options as required.

User Role

Mormal User

(O Super Admin

Note: If the selected user role is the Super Admin, then the user must pass the identity authentication

to access the main menu. The authentication is based on the authentication method(s) that the super
administrator has registered.

Register Fingerprint

Tap Fingerprint in the New User interface to enter the fingerprint registration page.
Select the finger to be enrolled.
Press the same finger on the fingerprint reader three times.

Green indicates that the fingerprint was enrolled successfully.

Enrall Fingerprint Enrall Fingerprint(2-5)
- lr"‘*-l f’_\|| I(_\\ I/_\ Enrolled successully
r ) 1 |I}2 | /_h‘.' 1. 8|| .
o [ e | 'JH‘ ||g 47
JULJ/3 U8 _
. / e = =

e = Sy

4 BN —— v/
L X _ Rz

Please select the finger to be enrolled
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Card Number

Tap Card Number in the New User interface to enter the card registration page.

On the card interface, swipe the card under the card reading area. The registration of the card will be

successful.

If the card has already been registered, the message "Error! Card already enrolled" appears. The
registration interface appears as follows:

Enrall Card Mumber Enrall Card Mumber

Please swipe card Card Mumber:303709

& 7 %)
. R

Password

Tap Password in the New User interface to enter the password registration page.
On the Password interface, enter the required password and re-enter to confirm it and tap M/OK.

If the re-entered password is different from the initially entered password, then the device prompts
the message as "Password not match!", where the user needs to re-confirm the password again.

The password may contain 6 to 8 digits by default.

Password Password
Please input Please re-type the passward.
| Feobototekotok
Caonfirm {OK) Cancel (ESC) Caonfirm {OK) Cancel (ESC)

Access Control Role

The Access Control Role sets the door access privilege for each user. It includes the access group, time

period and duress fingerprint.
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Access Control

Access Group

Vetification hMode
Apply Group kode
Duress Fingerprint
Undefined
&pply Group Time Period

Tap Access Control Role > Access Group to assign the registered users to different groups for
better management. New users belong to Group 1 by default and can be reassigned to other
groups. The device supports up to 99 Access Control groups.

By selecting the Verification Mode, user can choose either group or individual verification. If
individual verification is selected, the verification method used by other group members will not
be affected.

The user may specify one or more fingerprints that have been registered as a duress fingerprint(s).
When press the finger corresponding to the duress fingerprint on the sensor and pass the
verification, the system will immediately generate a duress alarm.

Tap Apply Group Time Period, when this function is ON, the user will be in the default time zone
of his/her group. When this function is OFF, the user needs to be added in a personal time zone
(because the user will be moved out of the default time zone of his/her group). This will not affect
the access time zone of other group members. Note: Every user (who doesn't use default group
time) can be set in maximum 3 time periods.

All Users

When the device is on the initial interface, press [M/OK] button > User Mgt. > All Users.

On the All-Users interface, tap on the search bar on the user’s list to enter the required retrieval
keyword (where the keyword may be the user ID, surname, or full name) and the system will search
for the related user information.

User kgt All Users
1
Mew User s

2

9 All Users _F
3 4

1| Display Style
4 7
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Edit User

On the All-Users interface, tap on the required user from the list and tap Edit to edit the user information.

User:1 Edit: 1
Edit User 1D 1
Delete Mame
lIser Fole Mormal User
Fingerprint 1
Card MNumber 1

Note: The process of editing the user information is the same as adding a new user, except that the
User ID cannot be modified while editing a user. The process in detail refers to "User Registration".

Delete User

On the All Users interface, tap on the required user from the list and tap Delete to delete the user or
specific user information from the device. On the Delete interface, tap on the required operation, and
then tap [M/OK] to confirm the deletion.

Delete Operations:

Delete User: Deletes all the user information (deletes the selected User as a whole) from the Device.
Delete User Role Only: Deletes the user's administrator privileges and make the user a normal user.
Delete Fingerprint Only: Deletes the fingerprint information of the selected user.
Delete Password Only: Deletes the password information of the selected user.
Delete Card Number Only: Deletes the card information of the selected user.
User: 1 Delete : 1
Edit Delete User
Delete Delete User Role Only
Delete Fingerprint Cnly
[elete Passward Only

Delete Card Mumber Gnly
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8.3 Display Style

When the device is on the initial interface, press [M/OK] button > User Mgt. > Display Style.

User kgt Display Style

~ 4 Mew User (O Multiple Line

All the Display Styles are shown as below:

Multiple Line: Mixed Line:
All Users All Users
2 z [ [P
s
3 3 &
&
4 4 &
&
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User Role

User Role allows you to assign specific permissions to certain users based on their requirements.

When the device is on the initial interface, press [M/OK] button > User Role > User Defined Role to
set the user defined permissions.

The permission scope of the custom role can be set up into 3 roles, that is, the custom operating
scope of the menu functions of the user.

Lser Role

User Defined Fole 1
*) User Defined Role 2

User Defined Fole 3

@ Enroller

On the User Defined Role interface, toggle Enable Defined Role to enable or disable the user
defined role.

User Defined Role 1
Enable Defined Role

Mame

IUser Defined Role 1
Define User Role

Then, by selecting on Define User Role, select the required privileges for the new role, and then tap
the [M/OK] button.

When assigning privileges, the main menu function names will be displayed on the left and its sub-
menus will be listed on the right.

First tap on the required Main Menu function name, and then select its required sub-menus from

the list.
lUser Defined Role 1 User Defined Role 1
[ User Mgt. [7] Mew User [] Access C.. [] Device Capacity
[F] COmMM. [ &l Users [] USE Man... [] Device Info
[7] System [£] Display Style [ Attendanc.. [ Firmware Info
[] Fersonalize [ sutatest
[] Data bAgt. [ system Info

Note: If the User Role is enabled for the Device, tap on User Mgt. > New User > User Role to assign the
created roles to the required users. But if there is no super administrator registered in the Device, then the
device will prompt "Please enroll super admin first!" when enabling the User Role function.
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Communication

Communication Settings are used to set the parameters of the Network, Serial Comm, PC Connection,

Wi-Fi, Cloud Server, Wiegand, and Network Diagnosis.

When the device is on the initial interface, press [M/OK] button > COMM.

Comm.

| Ethernet

T Serial Comm

PC Connection
= Wi-Fi Settings

0 Cloud Server Zettings

Wi-Fi Settings
0 Cloud Server Settings

@ Wiegand Setup

"~} Metwark Diagnosis

Notes: The F18 Pro can only use DHCP to obtain dynamic IP address; static IP configuration is not supported.
The dynamic IP address assigned via DHCP (over Ethernet or 2.4 GHz Wi-Fi) must have direct access to the

public Internet. Without Internet access, the device cannot communicate with Gwell Cloud.

Ethernet

The device defaults to enabling DHCP functionality and does not support disabling DHCP. It can only

obtain an IP address and connect to the network by connecting to a router.

Tap Ethernet on the COMM. Settings interface to enter the settings interface.

Ethernet

IP Address
Subnet kask
Gateway
DS

DHCP

Serial Comm

1892, 168.163.129

£55.255.255.0

192.168.165.1

5.8.5.8

Ethernet
Subnet hMask

Gateway
DN
DHCP

Display in Status Bar

255.255.255.0

192.168.163.1

§.8.8.8

Serial Comm function establishes communication with the device through a serial port (Primary Unit/

OSDP Secondary Unit/DM10).

Tap Serial Comm. on the COMM. Settings interface.
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Serial Comm Serial Port
Serial Port Mo Using
Mo Lsing
Baudrate (O Print Function
115200
() Primary Unit
() 0SDP Secondary Unit
(O Dwro

Function Description

No Using: No communication with the device through the serial port.

Print Function: The device can be connected to the printer when RS232
enables the print function.

Primary Unit: When RS485 is used as the function of "Primary Unit", it can
be connected to a reader.

Serial Port OSDP Secondary Unit: When RS485 is used as the function of "OSDP
Secondary Unit", it can be connected to a controller.

DM10: When RS485 is used as the function of “DM10”, it can be connected
to DM10 to control the lock relay.

(Note: When selecting DM10 or switching from DM10 to other option, the
device will restart to take effect.)

When the serial port is set as Primary Unit or DM10, the baudrate is 115200
by default and cannot be modified.

When the serial port is set as OSDP Secondary Unit, there are 5 baudrate
options. They are: 115200 (default), 57600, 38400, 19200 and 9600.

When the serial port is set as Print Function, there are 5 baudrate options.
Baudrate They are: 115200 (default), 57600, 38400, 19200 and 9600.

The higher the baudrate, the faster is the communication speed, but also
less reliable.

Hence, a higher baudrate can be used when the communication distance is
short; when the communication distance is long, choosing a lower baudrate
is more reliable.

PC Connection

Comm Key facilitates to improve the security of the data by setting up the communication between the
device and the PC. Once the Comm Key is set, a password is required to connect the device to the PC
software.

Tap PC Connection on the COMM. Settings interface to configure the communication settings.
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PC Connection

Device |D
TCP COMM.Port

4370
HTTFS

Function Description

DeviceID It is the identification number of the device, which ranges between 1 and 254.

The default TCP COMM Port value is 4370. It can be modified according to the

TCP COMM.Port network availability.

Based on HTTP, transmission encryption and identity authentication ensure
HTTPS . e
the security of the transmission process.

Wi-Fi Settings

The device provides a Wi-Fi module, which can be built-in within the device module or can be
externally connected.

The Wi-Fi module enables data transmission via Wi-Fi (Wireless Fidelity) and establishes a wireless
network environment. Wi-Fi is enabled by default in the device. If you don't need to use the Wi-Fi
network, you can toggle the Wi-Fi to disable the button.

Tap Wi-Fi Settings on the COMM. Settings interface to configure the Wi-Fi settings.

Wi-Fi Settings

WIFI

Searching the Wi-Fi Network

Wi-Fi is enabled in the device by default. Toggle the button to enable or disable Wi-Fi.

Once the Wi-Fi is turned on, the device will search for the available Wi-Fi within the network range.
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Tap on the required Wi-Fi name from the available list and input the correct password in the
password interface, and then tap [M/OK].

Wi-Fi Settings zkecs
WIFI Feon
Security: WPAPSKAWPAZPSE
CMW-AP connected Signal Strength: Very Strang
Password
zkos "g"“\
Tenda_testl "g"‘\
P
ZYPT-H'W4 "a";“ Cannect to Wi-Fi [Ck) Cancel (ESC)
WIFI Enabled: Tap on the required Tap on the password field to enter the
network from the searched network list. password and tap [M/OK].

When the Wi-Fi is connected successfully, the initial interface will display the Wi-Fi “ logo.

Adding Wi-Fi Network Manually

The Wi-Fi can also be added manually if the required Wi-Fi does not show on the list.

Wi-Fi Settings Add Wi-Fi Network
PLtest-1 - =
HUAWEI-10GE03 - iEREh L
) INFRA
i _ Auth, Mode
B OPEN
ZEfufu -
Add Wi-Fi MNetwork
Tap on Add Wi-Fi Network to add the On this interface, enter the Wi-Fi network
Wi-Fi manually. parameters. (The added network must exist.)

Note: After successfully adding the Wi-Fi manually, follow the same process to search for the added Wi-
Fi name.

Advanced Setting

On the Wi-Fi Settings interface, tap on Advanced to set the relevant parameters as required.

Wi-Fi Settings Ethernet

HUAWEI-10GB03 P DHCP
li - IP Address

0.0.0.0
ZKfufu - Subnet Mask

0.0.0.0
&dd Wi-Fi Metwork Gateway

0.0.0.0
Advanced Drs

0.0.0.0
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Function Description

Dynamic Host Configuration Protocol (DHCP) dynamically allocates IP
DHCP addresses to network clients. If the DHCP is enabled, then the IP cannot be
set manually.

The IP address for the Wi-Fi network, the default is 0.0.0.0. It can be modified

IP Address according to the network availability.
Subnet Mask The fjgfault Sub_net Mask of the Wi-Fi ngtyvork is 255.255.255.0. It can be
modified according to the network availability.
G The Default Gateway address is 0.0.0.0. It can be modified according to the
ateway St
network availability.
DNS The default DNS is 0.0.0.0. It can be modified according to the network

availability.

10.5 Cloud Server Settings

Tap Cloud Server Settings on the COMM. Settings interface to connect with the ADMS server.

Cloud Server Settings

Enable Domain ame
Server Address
0.0.0.0

Server Port
B081

Enable Proxy Server

Function Description

Once this mode is turned ON, the domain name mode "http://..."
will be used, such as http://www.XYZ.com, while "XYZ" denotes the
domain name.

Enable Server
Domain Name Address

Disable server The IP address of the ADMS server.

Address
Domain Name
Server Port Port used by the ADMS server.

The IP address and the port number of the proxy server is set

Enable Proxy Server manually when the proxy is enabled.
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10.6 Wiegand Setup

It is used to set the Wiegand input and output parameters.

Tap Wiegand Setup on the COMM. Settings interface to set up the Wiegand input and output parameters.

Wiegand Seftup

Wiegand Qutput

10.6.1 Wiegand Input

YWiegand Options

Wiegand Bits

) o Z6
Pulse “Width{us)

100
Pulse Interval{us)

1000
IO Type

LUser 1D

Function Description

Wiegand Format Its value can be 26 bits, 34 bits, 36 bits, 37 bits, 50 bits and 64 bits.
Wiegand Bits The number of bits of the Wiegand data.
The value of the pulse width sent by Wiegand is 100 microseconds by
Pulse Width(us) default, which can be adjusted within the range of 20 to 400

microseconds.

The default value is 1000 microseconds and can be adjusted within the

Pulse Int |
ulse Interval(us) range of 200 to 20000 microseconds.

ID Type Select between the User ID and card number.
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Various Common Wiegand Format Description:

Wiegand26

Wiegand26a

Wiegand34

Wiegand34a

Wiegand36

Wiegand36a

Wiegand37

Wiegand37a

Wiegand50
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ECCCCCCCCCcccececcecceccccco

It consists of 26 bits of binary code. The 1% bit is the even parity bit of the 2" to
13" bits, while the 26™ bit is the odd parity bit of the 14" to 25" bits. The 2" to
25" bits is the card numbers.

ESSSSSSSSCCCCCCccceecceccco

It consists of 26 bits of binary code. The 1% bit is the even parity bit of the 2" to
13" bits, while the 26™ bit is the odd parity bit of the 14" to 25" bits. The 2" to 9™
bits is the site codes, while the 10" to 25" bits are the card numbers.

ECCCCCCCCCCCCeecccccccecccccccccccccco

It consists of 34 bits of binary code. The 1% bit is the even parity bit of the 2" to
17" bits, while the 34™ bit is the odd parity bit of the 18" to 33" bits. The 2" to
25" bits is the card numbers.

ESSSSSSSSCCCCCCCCCLccceeccccccccco

It consists of 34 bits of binary code. The 1% bit is the even parity bit of the 2" to
17" bits, while the 34™ bit is the odd parity bit of the 18" to 33" bits. The 2" to 9™
bits is the site codes, while the 10" to 25" bits are the card numbers.

OFFFFFFFFFFFFFFFFCCCCCCCCCCCCCCCCMME

It consists of 36 bits of binary code. The 1% bit is the odd parity bit of the 2" to 18"
bits, while the 36™ bit is the even parity bit of the 19" to 35™ bits. The 2" to 17
bits is the device codes. The 18™ to 33 bits is the card numbers, and the 34" to
35™ bits are the manufacturer codes.

EFFFFFFFFFFFFFFFFFFCCCCCCCCCCCCCCccCo

It consists of 36 bits of binary code. The 1% bit is the even parity bit of the 2" to
18" bits, while the 36™ bit is the odd parity bit of the 19" to 35" bits. The 2" to
19" bits is the device codes, and the 20*" to 35" bits are the card numbers.

OMMMMSSSSSSSSSSSSCCCCCCCCCCCCccceccecE

It consists of 37 bits of binary code. The 1% bit is the odd parity bit of the 2" to 18"
bits, while the 37" bit is the even parity bit of the 19" to 36™ bits. The 2" to 4" bits
is the manufacturer codes. The 5™ to 16™ bits is the site codes, and the 21 to 36"
bits are the card numbers.

EMMMFFFFFFFFFFSSSSSSCCCCCCCCCCCCCccco

It consists of 37 bits of binary code. The 1% bit is the even parity bit of the 2" to
18" bits, while the 37" bit is the odd parity bit of the 19" to 36" bits. The 2" to 4™
bits is the manufacturer codes. The 5" to 14™ bits is the device codes, and15™ to
20™ bits are the site codes, and the 21 to 36™ bits are the card numbers.

ESSSSSSSSSSSSSSSSCCCCCCCCCCCLCLcLcccecececcecccccecco

It consists of 50 bits of binary code. The 1% bit is the even parity bit of the 2" to
25™ bits, while the 50" bit is the odd parity bit of the 26™ to 49™ bits. The 2™ to
17" bits is the site codes, and the 18" to 49" bits are the card numbers.
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ECCCCCCCCCCrCrCccerrrccceerrrcccerrreccccecceccccccccccccccc
Ccccco

Wiegand64 It consists of 64 bits of binary code. The 1st bit is the even parity bit of the 2nd to
32nd bits, while the 64th bit is the odd parity bit of the 33rd to 63rd bits. The 2nd
to 63rd bits are the card numbers.

"C" denotes the card number; "E" denotes the even parity bit; "O" denotes the odd parity bit.
"F" denotes the facility code; "M" denotes the manufacturer code; "P" denotes the parity bit; and "S"

denotes the site code.

Wiegand Output
Yieg
\Wiegand Format
Wiegand Qutput Bits
Failed 10
Site Code

Pulse Width{us)

Function Description

Wiegand Format

Wiegand Output Bits

Failed ID

Site Code

Pulse Width(us)

Pulse Interval(us)

ID Type
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and Options YWiegand Options
Failed 1D
Disahled
Site Code
ZE Disahled
Pulse Width{us)
Disabled 100
Pulse Interval(us)
Disabled 1000
D Type
100 User I

Its value can be 26 bits, 34 bits, 36 bits, 37 bits, 50 bits and 64 bits.

After selecting the required Wiegand format, select the corresponding
output bit digits from the Wiegand format.

If the verification fails, the system will send the failed ID to the device and
replace the card number or personnel ID with the new one.

It is similar to the device ID. The difference is that a site code can be set
manually and is repeatable on a different device. The valid value ranges
from 0 to 256 by default.

The time width represents the changes in the quantity of electric charge
with regular high-frequency capacitance within a specified time.

The time interval between pulses.

Select the ID types as either User ID or card number.
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Network Diagnosis

It helps to set the network diagnosis parameters.

Tap Network Diagnosis on the COMM. Settings interface. Enter the IP address that needs to be
diagnosed and tap Start the Diagnostic Test to check whether the network can connect to the device.

Metwork Diagnosis
IP &ddress Diagnostic Test

110.80.58.74
Start the Diagnostic Test
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System Settings

It helps to set related system parameters to optimize the accessibility of the device.

When the device is on the initial interface, press [M/OK] button > System.

Access Control Terminal:

System

| Date Time

D Access Logs Settings
Fingerprint

- Video Intercom Parameters

e Device Type Settings

Time Attendance Terminal:

System

' Date Time

D Attendance
Fingerprint

|+ Video Intercom Parameters

e Device Type Settings

11.1 Date and Time

System

e Cevice Type Settings

’;:Ig Security Settings

;4-:-»—:3 Update Firmware COnline

@ Reset

System

e [Device Type Zettings

f;;}y Security Settings

Tap Date Time on the System interface to set the date and time.

Date Time
MTF Server

tanual Date and Time
Select Time Zone
UTC+8:00

24-Hour Time

Date Format
WYY Y-MIM-DD

Date Time
tdanual Date and Time

Select Time Zane

Z4-Haour Time

Date Format

Daylight Saving Tite:

WYY Y-MIM-DD

UTC+8:00

Tap NTP Server to enable automatic time synchronization based on the service address you enter.

Tap Manual Date and Time to manually set the date and time and then tap Confirm and save.
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Tap Select Time Zone to manually select the time zone where the device is located.

Enable or disable this format by tapping 24-Hour Time. If enabled, then select the Date Format to

set the date.

Tap Daylight Saving Time to enable or disable the function. If enabled, tap Daylight Saving
Mode to select a daylight-saving mode and then tap Daylight Saving Setup to set the switch

time.
Daylight Saving Setup Daylight Saving Setup
Start hanth 1 Start Date
Start Week 1 Start Time
Start Day Sunday End Date
Start Time 00:00 End Time
End honth 1
Week Mode Date Mode

When restoring the factory settings, the time (24-hour) and date format (YYYY-MM-DD) can be

restored, but the device date and time cannot be restored.

Note: For example, if a user sets the time of the device from 18:35 on March 15, 2024 to 18:30 on
January 1, 2025. After restoring the factory settings, the time of the device will remain at 18:30 on

January 1, 2025.

Access Logs Settings / Attendance

Tap Access Logs Settings / Attendance on the System interface.

Access Control Terminal:

Access Logs Settings

Alphanumeric User [D

Access Log Alert
35

Periodic Del of Access Logs
[isabled

Authentication Timeout(s)
it
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Time Attendance Terminal:

Attendance
Duplicate Punch Periodim)
Alphanumeric User 1D
Attendance Log Alert

33

Periodic Del of T&A Data
Cisabled

Authentication Timeout(s)
g

Function Description of Access Control Terminal:

Alphanumeric User ID

Access Log Alert

Periodic Del of Access
Logs

Authentication
Timeout(s)

Enable/Disable the alphanumeric as User ID.

When the record space of the attendance access reaches the maximum
threshold value, the device automatically displays the memory space
warning.

Users may disable the function or set a valid value between 1 and 9999.

When access logs reach its maximum capacity, the device automatically
deletes a set of old access logs.

Users may disable the function or set a valid value between 1 and 999.

The amount of time taken to display a successful verification message.

Valid value: 1 to 9 seconds.

Function Description of Time Attendance Terminal:

Duplicate Punch
Period(m)

Alphanumeric User ID

Attendance Log Alert

Periodic Del of T&A
Data

Authentication
Timeout(s)
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Within a set time period (unit: minutes), the duplicated attendance
record will not be reserved (value ranges from 1 to 999999 minutes).

Enable/Disable the alphanumeric as User ID.

When the record space of the attendance reaches the maximum
threshold value, the device automatically displays the memory space
warning.

Users may disable the function or set a valid value between 1 and 9999.

When attendance records reach its maximum storage capacity, the
device automatically deletes a set of old attendance records.

Users may disable the function or set a valid value between 1 and 999.

The amount of time taken to display a successful verification message.
Valid value: 1 to 9 seconds.
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Fingerprint

Tap Fingerprint on the System interface to go to the Fingerprint parameter settings.

11 Threshold

1:M Threshold

FF Sensor Sensitivity
1:1 Retry Attempts

Fingerprint Algorithm

Function Description

1:1 Threshold

1:N Threshold

FP Sensor Sensitivity

1:1 Retry Attempts

Fingerprint
Algorithm

Fingerprint Image
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Fingerprint Fingerprint
1:M Threshold

35
FF Sensor Sensitivity
a5 L
1:1 Retry Attempts
L ]
Fingerprint &lgaorithm
3 ZEFinger WX13.0

Fingerprint Image

ZEFinger Wx13.0 Mire

Under 1:1 verification method, the verification will only be successful when
the similarity between the acquired fingerprint data and the fingerprint
template associated with the entered user ID enrolled in the device is
greater than the set value.

Under 1:N verification method, the verification will only be successful
when the similarity between the acquired fingerprint data and the
fingerprint templates enrolled in the device is greater than the set value.

To set the sensibility of fingerprint acquisition. It is recommended to use
the default level "Medium". When the environment is dry, resulting in slow
fingerprint detection, you can set the level to "High" to raise the sensibility;
when the environment is humid, making it hard to identify the fingerprint,
you can set the level to "Low".

In 1:1 Verification, users might forget the registered fingerprint, or press
the finger improperly. To reduce the process of re-entering user ID, retry is
allowed.

Fingerprint algorithm version. Default support ZKFinger VX13.0, can change to
ZKFinger VX10.0. Switching fingerprint algorithms will clear the data.

To set whether to display the fingerprint image on the screen during
fingerprint enrollment or verification. Four choices are available:
Show for Enroll: to display the fingerprint image on the screen only
during enroliment.

Show for Match: to display the fingerprint image on the screen only
during verification.

Always Show: to display the fingerprint image on screen during
enrollment and verification.

None: not to display the fingerprint image.
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Video Intercom Parameters

Tap Video Intercom Parameters on the System interface.

Function Description

QR Code Binding

Doorbell Setting
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Reset

‘Video Intercom Parameters
GIR Code Binding

Doorbell Setting
Doathell+Video Intercam
D
4774356134
Reset

Use the Yoosee App client to scan the QR code to connect and bind the
device.

Used to configure the doorbell button function on the device.

Doorbell Only: Press the doorbell button on the device while on the
standby interface, and the doorbell will ring.

Video Intercom Only: Press the doorbell button on the device while on
the standby interface to initiate a video intercom call to the mobile app
side.

Doorbell + Video Intercom: Press the doorbell button on the device while
on the standby interface, and the doorbell will ring while initiating a video
intercom call to the mobile app.

Corresponding to the camera ID on the Yoosee app.

Reset the intercom module.
Notes:

1) When User A has bound a device and needs to switch to User B binding
that device, this reset function can unbind User A's device, allowing
User B to rebind it.

2) When User A's device remains unbound, if User B attempts to scan the
device's QR code to bind it directly, the app interface will display the
prompt: “This device has not been reset. Please reset it and try again.”
Users must press the reset button to reset the video intercom module
before re-binding the device.
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11.5 Device Type Settings

Tap Device Type Setting on the System interface to configure the Device Type Settings.

Device Type Settings

Device Type A&C PUSH

Function Description

Function Name Description

Communication Protocol  Set the PUSH protocol.

Device Type Set the device as an access control terminal or attendance terminal.

Note: After changing the device type, the device will delete all the data and restart, and some functions
will be adjusted accordingly.

11.6 Security Settings

Tap Security Settings on the System interface to go to the Security settings.

Security Settings

S55H [ @]
User ID Masking [ @

Display Verification Name

Display Verification hMode

Function Description

Function Name Description

To avoid being unable to use when the device is offline, you can
download the C/S software (such as ZKAccess 3.5) on your computer in
advance for offline use.

Standalone
Communication
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SSH
User ID Masking
Display Verification

Name

Display Verification
Mode

USB Upgrade

SSH is used to enter the background of the device for maintenance.
When enabled, and then the user is successfully compared and verified,

the User ID in the displayed verification result will be replaced with an *
to achieve secure protection of sensitive private data.

Set whether to display the username in the verification result interface.

Set whether to display the verification mode in the verification result
interface.

Tap USB Upgrade on the System interface.

The device's firmware program can be upgraded with the upgrade file in a USB drive. Before conducting
this operation, please ensure that the USB drive contains the correct upgrade file and is properly inserted

into the device.

If no USB disk is inserted in, the system gives the following prompt after you tap USB Upgrade on the

System interface.

USE Upgrade

Errorl Failed to read USE disk.

Note: If upgrade file is needed, please contact our technical support. Firmware upgrade is not recommenced

under normal circumstances.

Update Firmware Online

Tap Update Firmware Online on the System interface.
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Update Firmware Online

Enahle Firmware Update Online

Check for Updates

The Firmware Update Online function is enabled by default. Tap Check for Updates it may have the
following 3 scenarios:

If the query fails, the interface will prompt "Query failed".

If the firmware version of the device is latest, it will prompt that the current firmware version

is already the latest.
If the firmware version of the device is not the latest, the version number and change log of

the latest version will be displayed. Users can choose whether to update to the latest

firmware version.

Factory Reset

The Factory Reset function restores the device settings such as communication settings and system
settings, to the default factory settings (this function does not clear registered user data).

Tap Reset on the System interface and then tap OK to restore the default factory settings.

System
@ Device Type Settings

£+ ) security Settings

Reset?Restart

oK

Cancel
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12 Personalize Settings

When the device is on the initial interface, press [M/OK] button > Personalize to customize the
interface settings, voice, bell, punch state options, and shortcut key mappings.

Access Control Terminal:

Personalize

Time Attendance Terminal:

Personalize

Punch State Options

Shortcut Key Mappings

12.1 User Interface

Tap User Interface on the Personalize interface to customize the display style of the main interface.

User Interface User Interface
henu Timeout(s)
N :
Language Idle Time to Slide Shows)
English B o EIJ_

hdenu Timeout(s) Slide Show Interval(s)

B0 30
Idle Time to Slide Show(s) i Idle Time to Sleepim) i

&0 Dizabled
Slide Show Interval(s) I Main Screen Style

30

Function Description

Function Name Description

It helps to select the main screen wallpaper according to the user

Wallpaper preference.

Page |54 Copyright © 2025 ZKTECO CO., LTD. All rights reserved.



F18 Pro

User Manual

Language

Menu Timeout (s)

Idle Time to Slide
Show (s)

Slide Show Interval
(s)

Idle Time to Sleep (m)

Main Screen Style

Voice

It helps to select the language of the device.

When there is no operation, and the time exceeds the set value, the device
automatically goes back to the initial interface.

The function can either be disabled or set the required value between 60
and 99999 seconds.

When there is no operation, and the time exceeds the set value, a slide
show is displayed. The function can be disabled, or you may set the value
between 3 and 999 seconds.

It is the time interval in switching between different slide show pictures.
The function can be disabled, or you may set the interval between 3 and
999 seconds.

If the sleep mode is activated, and when there is no operation in the device,
then the device will enter standby mode.
This function can be disabled or set a value within 1 to 999 minutes.

The style of the main screen can be selected according to the user
preference.

Tap Voice on the Personalize interface to configure the voice settings.

Function Description

Voice Prompt

Yoice

“oice Prompt
k.eyhoard Prompt

Yolume
70

Toggle to enable or disable the voice prompts during function
operations.

Keyboard Prompt Toggle to enable or disable the keypad sounds.

Volume
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Adjust the volume of the device which can be set between 0 to
100.
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Bell Schedules

Tap Bell Schedules on the Personalize interface to configure the Bell settings.

Bell Schedules
Mew Bell Schedule

&l Bell Schedules

New Bell Schedule:

Tap New Bell Schedule on the Bell Schedule interface to add a new bell schedule.

Bell Schedules Mew Bell Schedule
Mew Bell Schedule Bell Status
&ll Bell Schedules Bell Time
Repeat
MHevear
Ring Tane

hellil way
Internal Bell Delay(s)

Function Description

Bell Status Toggle to enable or disable the bell status.

Once the required time is set, the device automatically triggers to ring the

Bell Time bell during that time.
Repeat Set the required number of counts to repeat the scheduled bell.
Ring Tone Select a ringtone.

Internal Bell Delay(s) = Set the replay time of the internal bell. Valid values range from 1 to 999 seconds.

All Bell Schedules:
Once the bell is scheduled, on the Bell Schedules interface, tap All Bell Schedules to view the newly
scheduled bell.
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Edit the Scheduled Bell:

On the All Bell Schedules interface, tap on the required bell schedule, and tap Edit to edit the selected

bell schedule. The editing method is the same as the operations of adding a new bell schedule.

Delete a Bell Schedules:

On the All Bell Schedules interface, tap the required bell schedule, tap Delete, and then tap Yes to

delete the selected bell.

Punch States Options

Tap Punch States Options on the Personalize interface to configure the punch state settings.

Punch State ode
Punch State Timeout(s)

Punch State Required

Punch State Options Punch State hode
off
Manual and Auto Mode O
(O Manual Maode
=
(O Auto hode

Function Description

Punch State Mode

Page |57

hanual and Auto hode

(O Manual Fixed Mode

Off: Disable the punch state function. Therefore, the punch state key
set under Shortcut Key Mappings menu will become invalid.

Manual Mode: Switch the punch state key manually, and the punch
state key will disappear after Punch State Timeout.

Auto Mode: The punch state key will automatically switch to a
specific punch status according to the predefined time schedule
which can be set in the Shortcut Key Mappings.

Manual and Auto Mode: The main interface will display the auto-
switch punch state key. However, the users will still be able to select
alternative that is the manual attendance status. After timeout, the
manual switching to punch state key will become auto-switch punch
state key.

Manual Fixed Mode: After the punch state key is set manually to a
particular punch status, the function will remain unchanged until it is
being manually switched again.

Fixed Mode: Only the manually fixed punch state key will be shown.
Users cannot change the status by taping any other keys.
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Punch State Timeout(s)

It is the time for which the punch state displays. The value ranges

from 5 to 999 seconds.

Select whether an attendance state needs to be selected after

verification.

Punch State Required ON: Attendance state needs to be selected after verification.
OFF: Attendance state need not requires to be selected after
verification.

Shortcut Key Mappings

Users may define shortcut keys for attendance status and functional keys which will be defined on the

main interface. So, on the main interface, when the shortcut keys are tapped, the corresponding

attendance status or the function interface will be displayed directly.

Tap Shortcut Key Mappings on the Personalize interface to set the required shortcut keys.

Shortcut Key hMappings
Up Key Check-In
Down Key Checlk-Cut
Left Key Crwvertime-In
Right Key COverfime-Cut
ESC/-= Key Undefined

On the Shortcut Key Mappings interface, tap on the required shortcut key to configure the

shortcut key settings.

On the Shortcut Key (example, "Up Key") interface, tap function to set the functional process of
the shortcut key either as punch state key or function key.

If the Shortcut key is defined as a function key (such as New user, All users, etc.), the configuration
is completed as shown in the image below.

LUp Key

Punch State Value
Function
Marme

Set Switch Time

Page |58

Function
1]

Punch State Cptions

Check-In

Up Key

Mew Lser

Copyright © 2025 ZKTECO CO., LTD. All rights reserved.



F18 Pro

User Manual

If the Shortcut key is set as a punch state key (such as check in, check out, etc.), then it is required
to set the punch state value (valid value 0 to 250), name.

Set the Switch Time

The switch time is set in accordance with the punch state options.

When the Punch State Mode is set to Auto Mode, the switch time should be set.

On the Shortcut Key interface, tap Set Switch Time to set the switch time.

On the Switch Cycle interface, select the switch cycle (Monday, Tuesday, etc.) as shown in the

image below.

Switch Cycle

[] Monday

[] Tuesday

[F] Wednasday

[7] Thursday

[] Friday

Set Switch Time
Switch Cycle
Monday Tuesday ...
honday
Tuesday
Wednesday
Thursday

Once the Switch cycle is selected, set the switch time for each day, and tap OK to confirm, as
shown in the image below.

HH

Canfirm {0k

Maonday

15:00

bt

Cancel (EZC)

Set Switch Time

Switch Cycle

tdonday Tuesday ..
tonday

15:00

Tuesday
Wednesday
Thursday

Note: When the function is set to Undefined, the device will not enable the punch state key.
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Data Management

When the device is on the initial interface, press [M/OK] button > Data Mgt. to manage the relevant
data in the device.

Data Mgt

@ Delete Data

Tap Delete Data on the Data Mgt. interface to delete the required data.

Delete Data Delete Data

Delete sttendance Data

Delete all Data

Delete Admin Rale

Delete Access Control

Delete All Data

Delete Admin Role

Delete Access Cantrol

Delete Wallpapet

Delete Wallpaper Delete Screen Savers

Function Description

Delete Access Records /

To delete the access records & attendance data conditionally.
Attendance Data y

To delete the information and access records & attendance data of all

Delete All Data .
registered users.

Delete Admin Role To remove all the administrator privileges.
Delete Access Control To delete all the access data.
Delete Wallpaper To delete all the wallpapers in the device.

Delete Screen Savers To delete all the screen savers in the device.

The user may select Delete All or Delete by Time Range when deleting the access records / attendance data,
to Delete by Time Range, you need to set a specific time range to delete all data within a specific period.

Delete Access Records Start Time
Delete All 2025-09-30 00:00
Delete by Time Range T T £ +
09 30 ol o]
S kA DD HH fltd
Caonfirm (OK) Cancel (EEC)
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Access Control

When the device is on the initial interface, press [M/OK] button > Access Control to set the schedule of
the door opening, locks control and to configure other parameters settings related to access control.

Access Control Terminal:

Access Control Access Control
Access Control Options 8 Time Rule Zettings
€ Tine Rule Settings Holidays
Holidays Combined Verification
Cormbined Verification m Anti-passback Setup
Ant-passback Sefup o Duress Options

Time Attendance Terminal:

Access Confrol Access Confrol
Access Control Options Holidays
8 Time Schedule I__ Access Groups
Holidays k Combined Yerification
I__ Access Groups Anti-passhack Setup
Combined Yerification o Duress Options

To get access, the registered user must meet the following conditions:
The relevant door’s current unlock time should be within any valid time zone of the user’s time

period.

The corresponding user’s group must be already set in the door unlock combination (and if there
are other groups, being set in the same access combo, then the verification of those group’s
members is also required to unlock the door).

In default settings, new users are allocated into the first group with the default group time zone,
where the access combois "1" and is set in unlock state by default.
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Access Control Options

Tap Access Control Options on the Access Control interface to set the parameters of the control lock

of the terminal and related equipment.

Access Control Terminal:

Access Control Options

GGate Control fvode
Door Lock Delay(s)
Dioor Sensor Delay(s)
Door Sensor Type

Verification iode

Time Attendance Terminal:

10
Mormal Close(MC)

PasswordiFingerprint/C...

Access Control Cptions

[Door Lock Delay(s)
Door Sensor Delay(s)
Door Zensor Type
Door Alarm Delay(s)

Retry Times to Alarm

Function Description of Access Control Terminal:

1o
10
Mormal Close(MC)

30

Access Control Options

Secondary Device
Ot

Auliary Input Configuration
Werify hode by R5485
CardiFingerprint

Speaker Alarm

Reset Access Seftings

Access Control Options
Auxiliary Input Configuration
Yerify Mode by R5485
CardiFingerprint
Walid Holiday's

Speaker Alarm

Reset Access Seftings

It toggles between ON or OFF switch to get into gate control mode or
not.

Gate Control Mode

When set to ON, the interface removes the Door Lock Delay, Door Sensor
Delay, and Door Sensor Type options.

The length of time that the device controls the electric lock to be in

Door Lock Delay (s)

Valid value: 1~99 seconds.

unlock state.

If the door is not locked and is left open for a certain duration (Door

Door Sensor Delay (s)

Sensor Delay), an alarm will be triggered.

The valid value of Door Sensor Delay ranges from 1 to 255 seconds.
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Door Sensor Type

Verification Mode

Door Available Time
Period

Normal Open Time
Period

Primary Device

Secondary Device

Auxiliary Input
Configuration

Verify Mode by RS485

Speaker Alarm

Reset Access Setting

Page |63

There are three Sensor types: None, Normal Open, and Normal Closed.
None: It means the door sensor is not in use.

Normally Open: It means the door is always left open when electric
power is on.

Normally Closed: It means the door is always left closed when electric
power is on.

The supported verification mode includes Card/Fingerprint, Fingerprint
Only, Card Only, Fingerprint + Password, Card + Password, Card +
Fingerprint, Card + Fingerprint + Password.

It sets the timing for the door so that the door is accessible only during
that period.

It is the scheduled time-period for "Normal Open" mode so that the door
is always open during this period.

While configuring the primary and secondary devices, you may set the
state of the primary as Out or In.

Out: A record of verification on the primary device is a check-out record.
In: A record of verification on the primary device is a check-in record.
While configuring the primary and secondary devices, you may set the
state of the secondary as Out or In.

Out: A record of verification on the secondary device is a check-out
record.

In: A record of verification on the secondary device is a check-in record.

Sets the door unlock time period and auxiliary output type of the auxiliary
terminal device. Auxiliary output types include None, Trigger door open,
Trigger Alarm, Trigger door open and Alarm.

When the RS485 reader function is turned on, the verification method is
used when the device is used as a primary or a secondary.

It transmits a sound alarm or disassembly alarm from the local. When the
door is closed or the verification is successful, the system cancels the
alarm from the local.

The access control reset parameters include door lock delay, door sensor
delay, door sensor type, verification mode, door available time period,
normal open time period, primary device, and alarm. However, erased
access control data in Data Mgt. is excluded.

Copyright © 2025 ZKTECO CO., LTD. All rights reserved.



F18 Pro

User Manual

Function Description of Time Attendance Terminal:

Door Lock Delay (s)

Door Sensor Delay (s)

Door Sensor Type

Door Alarm Delay(s)

Retry Times to Alarm

Normal Close Time Period

Normal Open Time Period

Auxiliary Input Configuration

Verify Mode by RS485
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The length of time that the device controls the electric lock to be
in unlock state.

Valid value: 0 to 10 seconds.

If the door is not locked and is left open for a certain duration
(Door Sensor Delay), an alarm will be triggered.

The valid value of Door Sensor Delay ranges from 1 to 255
seconds.

There are three Sensor types: None, Normal Open, and Normal
Closed.

None: It means the door sensor is not in use.

Normally Open (NO): It means the door is always left open when
electric power is on.

Normally Closed (NC): It means the door is always left closed
when electric power is on.

When the state of the door sensor is inconsistent with that of the
door sensor type, alarm will be triggered after a time period; this
time period is the Door Alarm Delay (the value ranges from 1 to
999 seconds).

When the number of failed verifications reach the set value (value
ranges from 1 to 9 times), the alarm will be triggered. If the set
value is None, the alarm will not be triggered after failed
verification.

Itis the scheduled time-period for "Normal Close" mode so that
the door is always closed during this period.

It is the scheduled time-period for "Normal Open" mode so that
the door is always open during this period.

Sets the door unlock time period and auxiliary output type of the
auxiliary terminal device. Auxiliary output types include None,
Trigger door open, Trigger Alarm, Trigger door open and Alarm.

When the RS485 reader function is turned on, the verification
method is used when the device is used as a primary or a
secondary.
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To set if Normal Close Time Period or Normal Open Time Period
Valid Holidays settings are valid in set holiday time period. Choose [ON] to
enable the set NC or NO time period in holiday.

It transmits a sound alarm or disassembly alarm from the local.
Speaker Alarm When the door is closed or the verification is successful, the
system cancels the alarm from the local.

The access control reset parameters include door lock delay, door
sensor delay, door sensor type, door alarm delay, normal close
time period, normal open time period, and alarm. However, erased
access control data in Data Mgt. is excluded.

Reset Access Setting

Time Rule Settings / Time Schedule

Tap Time Rule Settings / Time Schedule on the Access Control interface to configure the time
settings.

The entire system can define up to 50 Time Periods.

Each time-period represents 10 Time Zones, i.e., 1 week and 3 holidays, and each time zone is a
standard 24 hour period per day and the user can only verify within the valid time-period.

One can set a maximum of 3 time periods for every time zone. The relationship among these time-
periods is "OR". Thus, when the verification time falls in any one of these time-periods, the
verification is valid.

The Time Zone format of each time-period is HH MM-HH MM, which is accurate to minutes
according to the 24-hour clock.

Tap the grey box to search the required Time Zone and specify the required Time Zone number
(maximum up to 50 zones).

Time Rule[z/50]

Sunday
[0o:00 23;55] [00:00 25:55] [00:00 23:54]

hlonday
[00:00 23:59] [00:00 23:53] [00:00 23:549]

Tuesday
[00:00 23:58] [00:00 23:59] [00:00 23:59]

WWednesday
0000 228 [0.an 2050 (N0 08 28]

oy __ I

On the selected Time Zone number interface, tap on the required day (that is Monday, Tuesday, etc.) to
set the time.
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Time Period 1

00:00 23:59

= f -+ .i,. =

00) i) 23 59

HH fli HH Fld

Confirm (0K) Cancel (E5C)

Specify the start and the end time, and then tap [M/OK].

Note:

The door is inaccessible for the whole day when the End Time occurs before the Start Time (such as
23:57 to 23:56).

It is the time interval for valid access when the End Time occurs after the Start Time (such as 08:00
to 23:59).

The door is accessible for the whole day when the End Time occurs after the Start Time (such that
Start Time is 00:00 and End Time is 23:59).

The default Time Zone 1 indicates that the door is open all day long.

Holidays

When there is a holiday, you may need a different access time; however, altering everyone's access time
one by one is extremely time-consuming. Thus, a holiday access time that applies to all workers can be
set, and the user will be able to open the door during the holidays.

Tap Holidays on the Access Control interface to set the holiday access.

Holidays

Add Holiday

All Holidays

Add a New Holiday:

Tap Add Holiday on the Holidays interface and set the holiday parameters.
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Access Control Terminal:

Holidays
Ma.

1
Date

Undefined
Holiday Type

Holiday Type 1
Fepeats Every “ear

Time Attendance Terminal:

Holidays
Mo,
1|

Start Date

Undefined
End Cate

Undefined
Time Period

1

Edit a Holiday:
On the Holidays interface, select a holiday item to be modified. Tap Edit to modify holiday parameters.
Delete a Holiday:

On the Holidays interface, select a holiday item to be deleted and tap Delete. Tap [M/OK] to confirm
the deletion. After deletion, this holiday does not display on the All Holidays interface.

Access Groups

Grouping is to manage users in groups, only for time attendance terminal.

The default time zone for group members is the group time zone, while users can set their personal
time zone. When the group verification mode and the user verification mode overlap, the user
verification mode takes priority. Each group can set a maximum of 3 time zones; as long as one of them
is valid, the group can be successfully verified. The newly enrolled user is assigned to Access Group 1 by
default, but can be assigned to another access group.

Tap Access Groups on the Access Control interface.

Access Groups

MWew Group

All Groups
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Add a New Holiday:

Tap New Group on the Access Group interface.

Access Groups Access Groups

Mo, Verification hMode

2 Password/Fingerp...
Werification Made Time Period 1

Password/Fingerp... il

Titme Period 1 Time Period 2

1 a
Time Period 2 Time Period 3

1] a
Time Period 3 Include Holidays

]

Note:

The system has a default access group numbered 1, which cannot be deleted but can be modified.
A number cannot be modified again after being set.

When the holiday is set to be valid, the personnel in a group can open the door only when group
time period overlaps with the holiday time period.

When the holiday is set to be invalid, the access control time of the personnel in this group is not
affected by holidays.

Edit Group:

On the All Group interface, tap to select the access group item to be modified. Tap Edit to modify
group parameters.

Delete a Group:

On the All Group interface, select an access group item to be deleted and tap Delete. Tap [M/OK] to
confirm the deletion. After deletion, this group does not display on the All Group interface.

Combined Verification

Access groups are arranged into different door-unlocking combinations to achieve multiple
verifications and strengthen security.

In a door-unlocking combination, the range of the combined number Nis 0 < N < 5 and the number of
members N may all belong to one access group or may belong to five different access groups.

Tap Combined Verification on the Access Control interface to configure the combined verification

setting.
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Combined Yerification

07 00000000

00 00000000

00 00000000

Qb 0 0 0 S

SN

On the combined verification interface, tap the Door-unlock combination to be set, and tap the up and
down arrows to input the combination number, and then tap [M/OK].

For Example:

If the Door-unlock combination 1 is set as (01 03 05 06 08). It indicates that the unlock
combination 1 consists of 5 people and all the 5 individuals are from 5 groups, namely, AC Group 1,
AC Group 3, AC Group 5, AC Group 6, and AC Group 8, respectively.

If the Door-unlock combination 2 is set as (02 02 04 04 07). It indicates that the unlock
combination 2 consists of 5 people; the first two are from AC Group 2, the next two are from AC
Group 4, and the last person is from AC Group 7.

If the Door-unlock combination 3 is set as (09 09 09 09 09). It indicates that there are 5 people in
this combination; all of which are from AC Group 9.

If the Door-unlock combination 4 is set as (03 05 08 00 00). It indicates that the unlock
combination 4 consists of only three people. The first person is from AC Group 3, the second
person is from AC Group 5, and the third person is from AC Group 8.

Note: To delete the door-unlock combination, set all Door-unlock combinations to 0.

Anti-passback Setup

A user may be followed by some person(s) to enter the door without verification, resulting in a security
breach. So, to avoid such situations, the Anti-Passback option was developed. Once it is enabled, the
check-in and check-out record must occur alternatively to open the door to represent a consistent
pattern.

This function requires two devices to work together:

One device is installed on the indoor side of the door (primary device), and the other one is installed on
the outdoor side of the door (the secondary device). The two devices communicate via the Wiegand
signal. The Wiegand format and Output type (User ID/Card Number) adopted by the primary device
and secondary device must be consistent.
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—> In

Secondary Primary
Device Device

Door

Q

AN
| ‘ User

Out ¢&——

Tap Anti-passback Setup on the Access Control interface.

Anti-passhack Setup Anfi-passhack Direction

Anti-passhack Direction

Device Status

Secondary Device

Function Description:

Anti-passback
Direction

Device Status
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Mo Anfi-passhack LS

it Qut Anti-passback

In Anti-passhack

InfQut Anti-passhack

| 0| 0|0

Mull and Save

No Anti-passback: The Anti-Passback function is disabled, which means
successful verification through either the primary device or secondary
device can unlock the door. The attendance state is not saved in this
option.

Out Anti-passback: The user can check-out only if the last record is a
check-in record otherwise an alarm is raised. However, the user can
check-in freely.

In Anti-Passback: The user can check-in again only if the last record is a
check-out record otherwise an alarm is raised. However, the user can
check-out freely.

In/Out Anti-passback: In this case, a user can check-in only if the last
record is a check-out or the user can check-out only if the last record is a
check-in otherwise the alarm is triggered.

Null and Save: The Anti-Passback function is disabled, which means
successful verification through either the primary device or secondary
device can unlock the door. And can save attendance status.

While configuring the primary and secondary devices, you may set the
state of the primary as Out or In.

Out: A record of verification on the primary device is a check-out record.

In: A record of verification on the primary device is a check-in record.
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While configuring the primary and secondary devices, you may set the
state of the secondary as Out or In.

Secondary Device Out: A record of verification on the secondary device is a check-out
record.

In: A record of verification on the secondary device is a check-in record.

Duress Options Settings

Once a user activates the duress verification function with a specific authentication method(s), and
when he/she is under coercion and authenticates using duress verification, the device unlocks the door
as usual. At the same time, a signal is sent to activate the alarm as well.

On the Access Control interface, tap Duress Options to configure the duress settings.

Access Control Terminal:
Duress Options
Alarm on Password
Alarm on 1:1 hatch
Alarm on 1:1 hdatch
Alarm Delay(s)

10

Duress Password

MNone
Time Attendance Terminal:
Duress Options
Duress Function
Alarm on Password
Alarm on 1:1 hatch
Alarm on 1:M hatch
Alarm Delay(s)
10

Function Description of Access Control Terminal:

When a user uses the password verification method, an alarm signal

Alarm on Password . . . .
will be generated, otherwise there will be no alarm signal.
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Alarm on 1:1 Match

Alarm on 1:N Match

Alarm Delay (s)

Duress Password

When a user uses the 1:1 verification method, an alarm signal will be
generated, otherwise there will be no alarm signal.

When a user uses the 1:N verification method, an alarm signal will be
generated, otherwise there will be no alarm signal.

Alarm signal will not be transmitted until the alarm delay time is
elapsed. The value ranges from 1 to 999 seconds.

Set the 6-digit duress password. When the user enters this duress
password for verification, an alarm signal will be generated.

Function Description of Time Attendance Terminal:

Duress Function

Alarm on Password

Alarm on 1:1 Match

Alarm on 1:N Match

Alarm Delay (s)
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Enable/Disable the duress function.

In [ON] state, when a user uses password verification method, alarm
will be triggered. In [OFF] state, no alarm signal will be triggered.

When a user uses the 1:1 verification method, an alarm signal will be
generated, otherwise there will be no alarm signal.

When a user uses the 1:N verification method, an alarm signal will be
generated, otherwise there will be no alarm signal.

Alarm signal will not be transmitted until the alarm delay time is
elapsed. The value ranges from 1 to 999 seconds.
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15USB Manager

Press [M/OK] on the initial interface. Select USB Manager and press [M/OK] to Upload or download
data between device and the corresponding software through a USB disk.

Note: Before uploading/downloading data from/to the USB disk, insert the USB disk into the USB slot
first.

tdain henu IUSE danager

00006 ;—

9 Download Cptions

User hgt.  User Role  COMM. System

000

Personalize Data Mgt Access UsB
Control  hanager

15.1 USB Download
On the USB Manager interface, select Download and press [M/OK].

USB Manager Download

Uszer Data
a pload

9 Cownload Cptions

Function Description

Function Name Description

Attendance Data To download attendance data for a specific time period to USB disk.

To download all user information and fingerprints from the device to

User Tigi= USB disk.
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USB Upload

On the USB Manager interface, select Upload and press [M/OK].

USB hanager Upload

Screen Saver
Download

Wallpaper
e | pload s

. User Data
* 7 Download Options

Function Description

To upload all screen savers from USB disk to the device. You can select Upload
Screen Saver selected picture or Upload all pictures. The images will be displayed in the
device’s main interface after the upload.

To upload all wallpapers from USB disk to the device. You can select Upload
selected picture or Upload all pictures. The images will be displayed in the
device’s main interface after the upload.

Note:

1) Create a folder named “Wallpaper” in the root directory of your USB drive.
Place the wallpapers you wish to upload into this folder.

Wallpaper )
2) Name each image as “Wallpaper+number,”such as Wallpaper8. The number
must not exceed Wallpaper45.
3) Acceptable image formats are .jpg, .omp, .png, or .jpeg. Each image must
not exceed 2MB in size.
4) The USB drive's file system must be FAT32; otherwise, the device will be
unable to recognize its contents.
User Data To upload all the user’s information and fingerprints from USB disk to the device.

Download Options Settings

It is used to encrypt attendance data in the USB disk or delete attendance data. On the USB Manager
interface, select Download Options and press [M/OK].

USB Manager Download Cptions

Encrypt Attendance Data
Download s

Delete T4 Data
6 Upload

Download Options

Press [M/OK] to enable or disable the Encrypt Attendance Data and Delete T&A Data options.
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Attendance Search

Once the identity of a user is verified, the access record/attendance data is saved in the device. This

function enables users to check their event logs.

When the device is on the initial interface, press [M/OK] button > Attendance Search to search for the

required event Logs.

User ID

Flease Input{query all data without input)

Confirm (OK) Cancel (ESC)

1. Enterthe userID to be
searched and tap [M/OK].
If you want to search for
records of all users, tap
[M/OK] without entering
anv user ID.

Personal Record Search

Time Range

Today
Yesterday
This ¥Week

Last WWeek

0|0 OO0

This konth

2. Select the time range in
which the records need
to be searched.

Personal Record Search

0&-10 03 a 08-10 14:37
1] 14:37 14:37 14:37 1] 08-10 14:37
1] 08-10 14:37

Prev : Left Key Mext: Right Key Details : OK

3.  Once the record search
completes. Tap the record
highlighted in green to view
its details.
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Werification Mode ; Other Status ; 2

4. The figure shows the
details of the selected
record.
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Print Settings

Devices with printing function can print attendance records out when a printer is connected.

When the device is on the initial interface, press [M/OK] button > Print to set printing information and
functions.

Print

=, Data Field Setup

Printer Options

Print Data Field Settings

Select Data Field Setup on the Print interface. Press [M/OK] to turn on / off the fields needing to be
printed.

Data Fields Data Fields
Company Mame Funch State
Uszer ID Device ID
Mame Print Time
Funch Time Wearification Mode
Funch State ACcess Status

Remarks: In printing, the fields position of the information can be adjusted by the left / right key: press
left key to move to the previous item, and press right key to move to the next item.

Print Options Settings

Select Printer Options on the Print interface. Press [M/OK] to turn on / off the Paper Cut function.

Printer Options
Faper Cut

Remarks: To turn on the Paper Cut function, it is required to connect the device with a printer with
paper cutting function, so that the printer will cut papers according to the selected printing
information when printing.
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Autotest

When the device is on the initial interface, press [M/OK] button > Autotest, it enables the system to
automatically test whether the functions of various modules are working normally, including the LCD,
Voice, Keyboard, Fingerprint and Real-Time Clock (RTC).

Autotest Autotest
Test All Q TestLCD
Q TestLCD Test Voice
Test Voice \f Test Keyboard
Test Keyhoard @ Test Fingerprint Sensor
@ Test Fingerprint Sensor ) Test Clock RTC

Function Description

To automatically test whether the LCD, Voice, Keyboard, Fingerprint and

TestAll Real-Time Clock (RTC) are normal.

To automatically test the display effect of LCD screen by displaying full-
Test LCD color, pure white, and pure black to check whether the screen displays
colors normally.

To automatically test whether the audio files stored in the device are

Test Voice 3 o
complete and the voice quality is good.

The terminal tests whether every key on the keyboard works normally.
Tap any key on the Test Keyboard interface to check whether the

Test Keyboard tapped key matches the key displayed on the screen. The keys are
displayed as dark grey before and turn blue after tapped. Tap ESC to exit
the test.

To test the fingerprint sensor by pressing a finger on the scanner to check
Test Fingerprint Sensor if the acquired fingerprintimage is clear. When you are pressing a finger
on the scanner, the fingerprint image will display on the screen.

To test the RTC. The device tests whether the clock works normally and

Test Clock RTC accurately with a stopwatch. Touch the screen to start counting and tap
it again to stop counting.
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19 System Information

When the device is on the initial interface, press [M/OK] button > System Info to view the storage
status, version information of the device, firmware information and privacy policy.

System Info

Privacy Policy

Function Description

Displays the current device's user storage, fingerprint, card and

Device Capacity password storage, administrators and records.
Displays the device's name, serial number, MAC address,
Device Info Fingerprint algorithm, Platform information, MCU Version and

Manufacturer.

Displays the firmware version and other version information of the

Firmware Info ]
device.

Privacy Policy Display the device's privacy policy.
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20 Connect to ZKBio CVAccess Software

20.1 Set the Communication Address

1. The device defaults to enabling DHCP functionality and does not support disabling DHCP. It can
only obtain an IP address and connect to the network by connecting to a router.

2. In the main menu, click COMM. > Cloud Server Setting to set the server address and server port.
Server address: Set the IP address as of ZKBio CVAccess server.
Server port: Set the server port as of ZKBio CVAccess.

Ethernet Cloud Server Settings

Subnet bask Enable Domain Mame =
£55.255.255.0 f
Gateway Server Address
192.168.163.1) 192.168.163.61
DS Server Port
5.8.5.8 a0
DHCP () Enable Proxy Server

20.2 Add Device on the Software

Add the device by searching. The process is as follows:

1. Click Access > Device > Search > Search, to open the Search interface in the software.
2. Click Search, and it will prompt [Searching...... 1.
3. After searching, the list and total number of access controllers will be displayed.

A\ (Clear Data in the Device when Adding] willdelete data i the device (except event
tecord), please use with caution!
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4. Click Add in operation column, a new window will pop-up. Select Icon type, Area, and Add to Level
from each dropdown and click OK to add the device.
5. After the addition is successful, the device will be displayed in the device list.

20.3 Add Personnel on the Software and Online Fingerprint Registration

1. In the device list, select the device and click Set up > Set as Registration Device.

@)ZKBio CVAccess i 3 © O mn ~
B Access Device Il Access / Access Device / Device
_ Deice Name Seral Numoer 1P Adress Moer Q@
10 Board
CRefresh T New @ Delete 2 Export QSearch & Control & View/ Get ~ @ Communication
oot Device Name Serial Number  Area Name P Address € Set Device Time Zone Firmware Version Commands List  Operations

Reader
192.168.163.120 8117231540002 Area Name  192.168.163.120 0 2 W R

A g Z Wodfy the Fingerprint Identfication Threshold
Auwiiary Output EA Set Extended Parameters
Event Type Set Video Intercom Server
Daylight Saving Time €2 Replace Device:
Real-Time Monitoring

Alarm Monitoring

Map

O Access Rule >

11 50 rows per page Jump To 1 1 Page  Total of 1 records

[ Access Control Reports >

% o0
Persmn 1 Personnel | Person
Department Name | Personnel ID | | Name More= Q &
®
& A £ Retresh 1 Personnel Adjustments - @ Deiete - T Export - & Import = - More -
B Depariment Name(0) - 7 « | Operations

Degartment Name

¢ Access Control Time Aftengance Personnel Datal »

Add Select All unselect All
3
1€ ¢ @ 35 sOrowsperpage - Jumpta 1 70 Page  Toal of 0 racords

@ Cord Management

3. Fill in all the required fields of the user and click ™ to enter the online fingerprint registration

interface.
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Reqgister x

14 Fingerprint Finger Vein Palm regisiration Face Re b

Fingerprint Scanner Remote Registration

Duress Fingerprint

4. Click Driver Download to install the driver first.
5. Select Remote Registration, then select the IP address of the device and click Confirm.

Register *

4 Fingerprint Finger Vein Palm registration FaceRe

Fingerprint Scanner #) Remote Registration

192.168.163.129 ™

Duress Fingerprint

6. Select the finger you want to register and press your finger on the fingerprint sensor of the device
three times. If the fingerprint is successfully registered, the device will prompt "Enrolled successfully".
7. If you want to register a duress fingerprint, you can click Duress Fingerprint before registering the
fingerprint.
Duress fingerprint: In any case, a duress alarm is generated when a fingerprint matches a
duress fingerprint.
8. Click OK to save the user.
9. Click Access > Device > Control > Synchronize All Data to Devices to synchronize all the data to
the device including the new users.

Note: For other specific operations, please refer the ZKBio CVAccess User Manual.
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21 Connect to ZKBioTime 8.0 Software

21.1 Set the Communication Address

1. The device defaults to enabling DHCP functionality and does not support disabling DHCP. It can
only obtain an IP address and connect to the network by connecting to a router.

2. In the main menu, click COMM. > Cloud Server Setting to set the server address and server port.
Server address: Set the IP address as of ZKBioTime 8.0 server.
Server port: Set the server port as of ZKBioTime 8.0 server.

Ethernet Cloud Server Settings

Subnet bdask Enahle Damain Mame
Z55.255.255.0 T
Gateway Server Address
192.168.163.1 192.168.163.61
DS Server Port
8.8.8.8 G0a1
DHCP O Enable Proxy Server —

21.2 Add Device on the Software

After setting on the device, the device will be automatically added to the software. Open the ZKBioTime
software then select Device Module > Device > Device, click the device in the list, change the Device
Name and Area.

Note: The devices added automatically must be assigned to custom areas to communicate with the
software.

Device IF*

" Not Authorized - Time Zone®  E/GMT+8

Transfer Mode®  Real-Time
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21.3 Add Personnel on the Software and Online Fingerprint Registration

1. click Personnel > Employee > Add:

Add

Profile

Employee ID° 1

Deportment®  ---mvmrme
osition - [ p—

Employment Type  ——— Hired Date  2023-08-11

Superior  Department Manager Workflow Role  ~-sxesene

Private Information  Device Access Settings  Attendance Settings  App Settings  Payroll Settings  Leave Group

Local Name w Gender Birthday

Contact Tel Mobile

Q

2. Fill'in all the required fields and click Confirm to register a new user.
3. Click Device > Device, select the device and click Device Menu > Enroll Remotely.

Device

& Device a & Bookmarks~ Y Filter -
Add Delete New Area Clear Pending Command Data Clean Data Transfer Device Meny 27 92 0 M =
Device Name & Serial Number & Aea = DevicelP State  Last Activi Reboot :  FPQiy & FaceQty ¢  PamQiy. 2 Transaction Qty. Cmd
8117232240002 Floor 6 192.168.163.129 o 2023-08-1 Read Infermation 0 (] 0 0 [} = m
= = Duplicate Punch Period

Capture Setting
Upgrade Firmware

Daylight Saving Time

4. Enter the Employee ID and select the finger you want to register and press your finger on the
fingerprint sensor of the device three times. If the fingerprint is successfully registered, the device
will prompt "Enrolled successfully".
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Enroll Remotely X

Biometric Type® Fingerprint
Employee ID*

Finger* Fore Finger

Cancel

5. Click Device > Device > Data Transfer > Sync Data to the Device to synchronize all the data to the
device including the new users.

Note: For other specific operations, please refer the ZKBioTime 8.0 User Manual.
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Connecting to the Yoosee App

The App pages may vary depending on the version, and the document is for reference only.

22.1 Download the Yoosee App

Method 1: Search for 'Yoosee' in your app store.

Method 2: Scan QR code to download Yoosee App.

# Download on the

¢ App Store

GETIT ON

® Google Play

22.2 Register Account and Login to the App
Method 1: Click 'Register’, enter phone/email, follow app instructions to complete registration and click
Login.

Method 2: Choose a supported provider (e.g., WeChat / Line / Facebook / Apple Account). Then, authorize
the request and complete registration. Tap Login if prompted.

( 16:09 L EN- TR !m\

United States+1 @

| &

Register

©O0
—

Notes:

1) When mobile number registration is unavailable in your selected country/region, only email registration is
supported;
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2) Data services are not interconnected across different registration regions. Please select the correct

region for registration.

22.3 Add the Device to the App

1. Power on the device. Wait about 30 seconds until the startup tone plays.

2. Ensure that both the device and your phone connect to Wi-Fi. You can configure Wi-Fi for the device
by pressing the [M/OK] button to enter the Main Menu > COMM. > Wi-Fi Settings.

3. Then press [M/OK] button to enter the Main Menu > System > Video Intercom Parameters > QR
Code Binding to display the device QR code. As shown in the figure below.

System

Fingerprint

Video Intercom Parameters QR Code Binding

@R Code Binding

- Yideo Intercom Parameters

e Device Type Settings

Doorbell Setting
Doorbell+Video Intercom
Reset

4. Open the Yoosee app, tap the l¥2 icon in the upper-right corner, and scan the device's QR code.

5.  Follow the prompts on the app interface to add the device until you hear the device voice prompt
stating "Device added successfully".

Add a new device
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Device Setu < Prepare the camera @
P P

Step 1: Connect to Power

Option A

Plug the power
adapter into the
camera body

Option B

Connect power using
the extended tail cable

Scan the QR Code on the camera

Option C

Install the camera
directly onto a
compatible light
socket

Next

No QR Code?
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17:47 2R mu- cu\

< Prepare the camera ®
Step 2: Wait for connection

The device will now play a continuous
connection sound.

0t

"du-du" o)

: ° :'I'he device is continuously beeping

Taaaad Ef beep-beep”

Is the device not continuously beeping

17:50 GrE=m@WNIT @y

< Connecting...

Keep your phone close to the camera
This may take a few minutes

~/ Connecting to Wi-Fi network...
~/ Add Device

"beep-beep” sound?
\. /

Device added successfully

F18 Pro

Maybe Later

View now

Notes:

1.
2.

17:52 o= mhl \

< Device added successfully

@

S Figpro
Set the device name

Select a scene to optimize settings.

Warehouse House

Elder Baby Pet Shop

Courtyard Other e

Device

= F18 Pro

\ Yoose Events Account

J

. J

17:59 ox=@NIC mDO
F18 Pro & =
< e @1 @

L & v [ ]|

Playback
Service door

Intercom Cloud Openthe

©
.1]
Re
B
o
>

Using this device as an example, one account can bind up to 300 devices.

Shared devices can be shared with up to 10 users.

Online video preview for devices supports up to 2 simultaneous viewers.
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22.4 Enable Events

1. Clickthe * iconinthe upper-right corner and select Settings from the dropdown menu.

2. Inthe Settings interface, locate the Function Settings section and tap Events.

3. Click the ® icon to enable event functions. By default, motion detection, person detection, vehicle
detection, and flame detection are enabled.

11:56 [ ERCT - Rk iﬂ'\ 113 e:=m@Nc E«N
Device < Settings < Events
= F18Pro Standard Events : O :
@ S - frsmssncanad]
F18 Pro = Detection Schedule
Cc Share : . ‘

My Cloud Service Not pur 1 Detection Area

Function Settings

e A Eiant
@ ¥} : Events N at

ey ST R SO e L E Motion Detected
Recording Settings x

Image & Sound E Person Detected

Spotlight Settings Vehicle Detected

E Flame Detected

Virtual Calls O

Other Functions
General Settings

Human Tracking
Network Settings

\_ gy , /o s | J

22.4.17 Motion Detected

1. Record video when motion is detected in the frame; detection range can be customized.

2. There are three options available. Includes Turn Off, Low, Medium, and High. Select "Turn Off" to
disable this feature.

3. Click the Event menu at the bottom to view related recorded videos. As shown below.

4. After enabling the motion detection feature, is triggered when a large target - such as a person -
moves within the configured detection area.

5.  Asshown below, an o alert icon will appear on the video interface. You can also click the or [l
icons below the video interface to record or take a snapshot.

6. Click the red alarm icon to dismiss this alert notification.
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’ 11:31 o:E@NITY @D \ f 14:20 or=mhlT D\

< Events < Motion Detected v F18 Pro @ v
Event:

{ = O | 3

| Detection Schedule |
tart quarding in the arming 00:00-Next day00:

| Detection Area |

After configurat only events in this area

Alarm Event

Motion Detected Mediu I

Person Detected

«©
Vehicle Detected o
«©

Flame Detected

1413 -« B Motion Detected

1410 Motion Detected

Other Functions Turn Off LW e High 11:36 Motion Detected
Human Tracking
\ s , . _J N s
F18 Pro & ~
< e @1 @

P SD3 = &
~ t= € Turn off this voice alert
Intercom Cloud Playback Open the S
Service door
Confirm to close?
= = cancel § Confirm
8B x @m v 4 :

14:58 14:42
T ——
a

Note: When the app runs in the background or is in the Yoosee menu interface, if the device detects

human activity, the following alarm interface will pop up. Click the R X bottom
icon to perform the corresponding action. As shown in the figure below.
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Device 55} C \

= F18 Pro 2 o

F18 Pro

Person Detected

0] (o) » N X

H - Turn off the sound Cancel push + Ignore fornow 3
3 e & Events Shop Account J notifications x. B
5 . 5

22.4.2 Person Detected

Detects and highlights people in real time with on-screen bounding boxes. Actual detection range varies
with lens FOV and mounting; confirm performance on-site in both day and IR night modes.

FI18Pro@ « F18Pro@ ~

1913 + A Person Detected m 1913 + & Person Detected

14:10 | Motion Detected 1410 21 Motion Detected T ———
X N

=4

1336 * % Person Detected

13:36 Z Person Detected

@ @ o © 1]
k Yoosee nt Account ) \ Yoosee E Account )
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22.4.3 Vehicle Detected

An intelligent algorithm capable of automatically identifying cars and trucks within video footage, then
labeling and analyzing them. Recognition detection distance is highly dependent on camera angle,
requiring field testing of night vision and daytime performance.

F18Pro@ & ~ F18Pro@ W ~

025-10-17 08:51:16

10013 1014 1015 1016 (QUARS 1013 1014 1015 1016 QAR
@ O @ O

eﬂx'-ea@(s eax'a@e\

06:38 = Vehicle Detected

0851 » @ Vehicle Detected
06:38 f= Vehicle Detected

0543 + f= Vehicle Detected

© ® @ e} © ®© e}

Yoosee Events Shop Accuuf\J \Vmsea- Events shop AcmunJ

05:43 = Vehicle Detected

22.4.4 Flame Detected

Flame detection: Uses color, flicker frequency, and shape variation to flag suspected flames. Adjustable
sensitivity and minimum area; triggers event/notification.

Disclaimer: For supplementary use only; not a replacement for code - compliant fire detection.

22.5 Video Intercom

1. InSettings, go to Image & Sound > Voice Mode, and select a voice mode.
2. When someone presses the F18 Pro doorbell, the app shows the call screen.

3. If the app is in the foreground on the Home screen, the call screen opens directly; otherwise, you'll
receive a push notification - tap it to open the call screen.

4. The call screen layout varies by voice mode. See the examples below.
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11:56 O FE @M @y \
< Settings
Standard
n F18 Pro =
My Cloud Service No

Function Settings

Events N

Recording Settings

Spotlight Settings
Virtual Calls ()

General Settings

F18 Pro

Call Request in Progress

e

Ignore

15:16 L RSN < TR i \

Image & Sound

Reverse Image 0

Device Volume

Image Quality

Jitra Low  Low Medium High Highest

Voice Mode I

< rmmer o

0 & e @

HoldtoTalk : Cloud Playback Open the S
" Service door

15:18 GrE@WNI ED4 ‘
Voice Mode

¢ Hold to Talk

i Click to Talk @

R LT

® & e ®

E  Intercom : Cloud Playback Open the S|
errnnnnnnnsss  Service door

22.6 Reconfigure the intercom module's Wi-Fi

Note: This process only configures the Wi-Fi for the intercom module and does not configure the Wi-Fi for
the F18 Pro machine.

1. Clickthe : icon in the upper-right corner and select Settings from the dropdown menu.
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2. Click the device name to enter the Device Information interface. You can view the device's IP address.

3. You can modify the Wi-Fi settings for the intercom module by tapping Network Settings in the settings

interface.

4. Reselect the Wi-Fi network you wish to connect to, enter the password, and click Confirm.

5. Once connected, the IP address on the device information screen will update to the new address.

My Cloud Service
Function Settings
Events

Recording Settings
Image & Sound

Spotlight Settings

Virtual Calls

General Settings

Network Settings

WOre Options

Settings
Standard
¢ "™ F18 Pro =
o Device ID/Firmware Update/ IP Address

\

Purchased

Enabled

< Network Settings

Wi-Fi connection

v/ hwlyg@123 a
test123 -
Xiaomi_EC1C_5G -
SmartBusinessWifi a
hwlyg@123_5G -

cctvtest-2.4G

TP-LINK_7997

2 ReselectWi-Fi s

. ,)

SmartBusinessWifi a <
TP-LINK_5G_C31B & T
‘ TP-LINK_51C4 -
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< Device Information
Device name F18 Pro
Device ID 7645943892 (D

Firmware Version

IP Address

MAC Address

Time Zone

43.0.12.debug

192.168.3.218

78:22:88:dd:a4:a1

Asia/Shanghai GMT+08:00

< Settings \
Standard

F18 Pro =

o Device ID/Firmware Update/ IP Address

My Cloud Service Purchased

Function Settings

Events Enabled
Recording Settings
Image & Sound

Spotlight Settings

Virtual Calls

General Settings

i Network Settings

Wi-Fi Settings

Wi-Fi Name

TP-LINK_7997

Wi-Fi Password

cancel

Confirm

\More Options )

< Device Information
Device name F18 Pro
Device ID 645943892 D

Firmware Version

IP Address . 192.168.31.115
Modified...............

MAC Address

78:22:88:dd:ad:al

Time Zone Asia/Shanghai GMT+08:00
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22.7 Remote Door Unlocking

1.  Tap button on the app's main interface to enter the live video interface.

Then tap the B icon to remotely unlock the door. The device will voice prompt “Door opened” and

the app will display a notification.

16:21 o T@NIT @y 16:21 ST @NIN EDy

F18Pro & ~ o) < F1E Pro & ~ &

=R, @1

Device ao ¢

= s @1

. &£ wvipg! . & B ¥

Intercom Cloud Playback Open the S|
Service door

Intercom Cloud Playbackg Openthe S
Service s door i

eziaoa

r

()

q
iQ
\.

LB 3

22.8 Delete Device

1. Clickthe * iconin the upper-right corner and select Settings from the dropdown menu.

2. Inthe Settings interface, scroll to the very bottom and tap Delete Device.

3. Thenclick Delete in the pop-up window.
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( 16:50 oi@ ZH\

Deuice = < Settings
R F18Pro Ryents
£ Settings Recording Settings
| . & Share Image & Sound Please confirm the device to be

deleted and its impact

After deletion, the device will no longer be

Spotlight Settings available

Virtual Calls () 2) F18 PT°_ ;

1. Value-added services stay with the
original account and device. To keep
using them, re-add or transfer the service.
Network Settings Otherwise, the service will keep deducting
until it expires.

2. Except for App Store subscriptions (you
More Options need to log in and cancel manually), other
auto-renewals will stop. No charges next
month. Multi-device renewals cancel too
2 Pland ausnt rararde etav with the

General Settings

Feedback

Restart Device

cancel : Delete :

° @. @. Delete D
\_ et secant \_ J

When removing a device:

1) Remove the device from the app. The intercom module will beep once.
2) Wait for the module to restart. It will beep three times (beep-beep-beep).

3) After the three beeps, disconnect the device's power.

To re-add the device:
1) On the device, navigate to System > Video Intercom Parameters > Reset.
2) Wait for the reset to complete.

3) Scan the device's QR code in the app to bind it again.

Important: Do not disconnect power before hearing the three-beep restart tone, or the module may
not reset properly.
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Appendix 1

Privacy Policy

Notice:

To help you better use the products and services of ZKTeco and its affiliates, hereinafter referred as "we",

our", or "us", the smart service provider, we consistently collect your personal information. Since we

understand the importance of your personal information, we took your privacy sincerely and we have

formulated this privacy policy to protect your personal information. We have listed the privacy policies

below to precisely understand the data and privacy protection measures related to our smart products

and services.

Before using our products and services, please read carefully and understand all the rules and

provisions of this Privacy Policy. If you do not agree to the relevant agreement or any of its terms,

you must stop using our products and services.

.

Collected Information

To ensure the normal product operation and help the service improvement, we will collect the

information voluntarily provided by you or provided as authorized by you during registration and use

or generated as a result of your use of services.

1.

1.

User Registration Information: At your first registration, the feature template (Fingerprint
template/Face template/Palm template) will be saved on the device according to the device
type you have selected to verify the unique similarity between you and the User ID you have
registered. You can optionally enter your Name and Code. The above information is necessary for
you to use our products. If you do not provide such information, you cannot use some features of
the product regularly.

Product information: According to the product model and your granted permission when you
install and use our services, the related information of the product on which our services are used
will be collected when the product is connected to the software, including the Product Model,
Firmware Version Number, Product Serial Number, and Product Capacity Information. When you
connect your product to the software, please carefully read the privacy policy for the
specific software.

Product Security and Management

When you use our products for the first time, you shall set the Administrator privilege before
performing specific operations. Otherwise, you will be frequently reminded to set the
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Administrator privilege when you enter the main menu interface. If you still do not set the
Administrator privilege after receiving the system prompt, you should be aware of the
possible security risk (for example, the data may be manually modified).

2. All the functions of displaying the biometric information are disabled in our products by default.
You can choose Menu > System Settings to set whether to display the biometric information. If
you enable these functions, we assume that you are aware of the personal privacy security risks
specified in the privacy policy.

3. Only your user ID is displayed by default. You can set whether to display other user verification
information (such as Name, Department, Photo, etc.) under the Administrator privilege. If you
choose to display such information, we assume that you are aware of the potential security
risks (for example, your photo will be displayed on the device interface).

4. The camera function is disabled in our products by default. If you want to enable this function to
take pictures of yourself for attendance recording or take pictures of strangers for access control,
the product will enable the prompt tone of the camera. Once you enable this function, we
assume that you are aware of the potential security risks.

5. All the data collected by our products is encrypted using the AES 256 algorithm. All the data
uploaded by the Administrator to our products are automatically encrypted using the AES 256
algorithm and stored securely. If the Administrator downloads data from our products, we
assume that you need to process the data and you have known the potential security risk. In such
a case, you shall take the responsibility for storing the data. You shall know that some data
cannot be downloaded for sake of data security.

6. All the personal information in our products can be queried, modified, or deleted. If you no
longer use our products, please clear your personal data.

How we handle personal information of minors

Our products, website and services are mainly designed for adults. Without consent of parents or
guardians, minors shall not create their own account. If you are a minor, it is recommended that you
ask your parents or guardian to read this Policy carefully, and only use our services or information
provided by us with consent of your parents or guardian.

We will only use or disclose personal information of minors collected with their parents' or guardians'
consent if and to the extent that such use or disclosure is permitted by law or we have obtained their
parents' or guardians' explicit consent, and such use or disclosure is for the purpose of protecting
minors.

Upon noticing that we have collected personal information of minors without the prior consent from
verifiable parents, we will delete such information as soon as possible.
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Iv. Others

You can visit https://www.zkteco.com/cn/index/Index/privacy protection.html to learn more about

how we collect, use, and securely store your personal information. To keep pace with the rapid
development of technology, adjustment of business operations, and to cope with customer needs, we
will constantly deliberate and optimize our privacy protection measures and policies. Welcome to visit
our official website at any time to learn our latest privacy policy.
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Eco-friendly Operation

ﬁm}' The product's "eco-friendly operational period" refers to the time during which this
product will not discharge any toxic or hazardous substances when used in accordance
with the prerequisites in this manual.

The eco-friendly operational period specified for this product does not include batteries
or other components that are easily worn down and must be periodically replaced. The
battery's eco-friendly operational period is 5 years.

Hazardous or Toxic substances and their quantities

Hazardous/Toxic Substance/Element

Component , Hexavalent | Polybrominated Polybrominated
Name Lead | Mercury | Cadmium . . :

(Pb) (Ha) (Cd) Chromium Biphenyls Diphenyl Ethers

9 (Cré+) (PBB) (PBDE)

Chip X 0o 0o 0 o 0o
Resistor
Chip X 0O 0O 0O o o
Capacitor
Chip X 0 0 0O O 0
Inductor
Diode X @ Q] O O O
ESD X o O o O O
component
Buzzer X O O O
Adapter X O O O
Screws @) O @) X

This table is prepared in accordance with the provisions of SJ/T 11364.

O indicates that the total amount of toxic content in all the homogeneous materials is below the limit as
specified in GB/T 26572.

X indicates that the total amount of toxic content in all the homogeneous materials exceeds the limit as
specified in GB/T 26572.

Note: 80% of this product’s components are manufactured using non-toxic and eco-friendly materials. The
components which contain toxins or harmful elements are included due to the current economic or
technical limitations which prevent their replacement with non-toxic materials or elements.
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